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Introduction:
Media in Information Society

The impact of contemporary technological/technical so-
lutions to the contents of the message passed by the me-
dia is increasing. The Internet technology integrates differ-
ent types of media and changes their traditional/basic form,
impact and availability. Activities - yesterday treated as a
“special effect” - are technically feasible - not only for ex-
perts but also for ordinary users - and can be an incorpo-
rated part of the message.

Main topics of the special issue discuss the media in in-
formation society from the view of technology, message
itself and the user:

— Traditional media in information society

— Information sharing through the web — the availability
and reliability questions

— Integrative internet technologies and their effect

— User/consumer incorporation — real interactivity

— Media competence — social resource to be developed
~ Contents — the new challenge of media development
— Winners and losers — how to solve the knowledge gap

This special issue is based on the conference organized
in the framework of the Multi-conference “Information So-
ciety” at the Slovene Festival of Science.

We hope that presented papers will serve as a reference
to new ideas and solutions.

Jozsef Gydrkios
gyorkos@uni-mb.si
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Internet growth seems to amplify the critiques to peer review mechanism: many researchers maintain that
- Internet would allow a faster, more interactive, and more effective model of publishing. However, just
removing peer review would lead to a lack of quality control in scholarly publications. We propose a
new kind of electronic scholarly journal, in which the standard submission-review-publication process is
replaced by a more democratic approach, based on judgments expressed by the readers. The new electronic
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scholarly journal is described in both intuitive and formal ways.

1 Introduction: scholarly journals
and peer review

The communication mechanism that modern science still
adopts nowadays arose in the 17th Century, with the pub-
lication of the first scientific journals reporting, in paper
form, the ideas, discoveries, inventions, of researchers.
Nowadays, since about 1930, the dissemination of schol-
arly information is based on peer review: the researcher
that wants to disseminate her work writes a paper and sub-
mits it to a scholarly journal; the paper is not immediately
published, but it is judged by some referees; if they judge
it adequate, the paper is published.

The peer review mechanism ensures a reasonable quality
of the published papers, and it is usually retained an ade-
quate solution, though not the ideal one. Indeed, the peer
review mechanism can be (and has been) criticized. Some-
times, the reviewing process takes too long, even one or

two years, so that the published paper describes something

old. Sometimes the reviewers do not do a good job, accept-
ing a bad paper or not accepting a good one, that after two
years cannot be resubmitted because too obsolete. Some-
times, referees introduce some bias in published papers: for
instance, in medicine field, papers describing negative re-
sults seem more difficult to publish than paper describing
positive ones. And one might go on.

Internet has changed, and is changing, this situation

[1, 2,7, 11]. A peer reviewed journal can be distributed
by electronic means. The refereeing process too can take
place completely electronically, drastically reducing time
and money: see, e.g., JHEP (http://jhep.sissa.it) or Earth
Interactions [5] (http://EarthInteractions.org). Multimedi-

ality can lead to a more effective communication [5]. Of
course, there are also some drawbacks of electronic jour-
nals (copyright problems, legal validity, accessibility, and
so on), and they seem not to have a large impact by now
[4], but the general feeling is that this is a temporary situ-
ation, and we just have to wait some years for overcoming
these temporary problems.

Internet growth seems to amplify the critiques to peer
review: many researchers maintain that Internet would al-
low a more fast, elastic, interactive, and effective model of
publishing. Nadasdy {10] suggests substituting peer review
with democracy: each submitted paper is immediately pub-
lished and readers will judge it, selecting what they deem
useful. Of course, the problem with this approach is that
the readers may not be capable of correctly judging the pa-
per: whereas the referees are chosen among the experts in
the field, everybody can read and judge a paper published
on Internet.

Nadasdy’s proposal is not an abstract one. In a few
years, this model of publishing might become a de facto
standard, as witnessed by two examples, already existing
today: the “do it yourself publishing” (authors publish-
ing in a web site their ideas), and public repositories of
scholarly papers (where authors can publish papers classi-
fied in some categories—see, e.g., http://ArXiv.org). The
threat that these (without-quality-control) mechanisms will
replace the (with-quality-control) peer review journals is a
real one.

A proposed solution is to replace peer review with peer
commentary: readers will write in a public commentary
their judgments on the read papers. It seems a viable solu-
tion, but Harnad, after some practical experience with this
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solution, says that “peer commentary is a superb supple-
ment to peer review, but it is certainly no substitute for it”
(3).

We propose a more sophisticate mechanism. We de-
scribe a new kind of electronic scholarly journal, with the
aim of changing the submission-review-publication pro-
cess, making it more automatic, keeping anyway at a
high level the quality of scientific papers, and provid-
ing also a way of measuring in an automatic and ob-
jective way the quality of researchers, extending and
improving the well known impact factor mechanism
(http://www.isinet.com/hot/essays/7.html). We try to make
a step further on the road suggested by the not refereed
journals just mentioned, and to present a mechanism that
avoids some of the previously described problems.

This paper, that extends and revises previous work {8, 9],
is structured as follows. In Section 2, the mechanism is de-
scribed in an intuitive way. In Section 3, the behavior of
the whole system is formally defined by means of some
formule. Section 4 discusses some open problems and fu-
ture developments.

2 General description

The basic idea is the following. Imagine a scholarly jour-
nal in which each paper is immediately published after its
submission, without a refereeing process. Each paper has
a score, measuring its quality. This score is initially zero,
and is later dynamically updated on the basis of the read-
ers’ judgments. A subscriber of the journal is an author or
a reader (or both). Each subscriber has a score too, initially
zero and later updated on the basis of the activity of the
subscriber (if the subscriber is both an author and a reader,
she has two different scores, one as an author and one as a
reader). Therefore, the scores of subscribers are dynamic
too, and change accordingly to subscribers’ behavior: if an
author with a low score publishes a very good paper (i.e., a
paper judged very positively by the readers), her score in-
creases; if a reader expresses an inadequate judgment on a
paper, her score decreases accordingly, and so on.

Every object with a score (author, reader, paper) has
also a steadiness value, that indicates how much steady the
score is: for instance, old papers will have a high steadi-
ness; new readers (authors) will have a low steadiness.
Steadiness affects the score update: a low (high) steadi-
ness allows quicker (slower) changes of the corresponding
score. A steadiness value increases as the corresponding
score changes.

While time goes on, readers read the papers, judgments
are expressed, and the corresponding scores and steadi-
nesses vary consequently. The score of a paper can be used
for deciding to read or not to read that paper; the scores of
authors and readers are a measure of their research produc-
tivity, then they will try to do their best for keeping their
score at a high level, hopefully leading to a virtuous circle
(publishing good papers and giving correct judgments to
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the read papers). A steadiness value is an estimate of how
stable (and, therefore, reliable) the corresponding score is.

For understanding the details of the automatically ref-
ereed journal proposed here, let’s follow the events hap-
pening when a paper is read and judged by a reader. The
following scores and steadinesses change:

— Paper. The paper score is updated: if the judgment is
lower (higher) than the actual paper score, the paper
score decreases (increases). The score of the reader
determines the weight of the judgment: judgments
given by higher rated readers will be more important
(will lead to higher changes) than judgments given by
lower rated readers.

The steadiness of the paper increases, since the score
of the paper is now computed on the basis of one more
judgment, and is therefore statistically more reliable.

- Author. The author’s score is updated: when the score
of a paper written by an author decreases (increases),
the score of the author decreases (increases). Thus,
authors’ scores are linked to the scores of their papers.

The steadiness of the author increases, since the score
of the author is now obtained with one more judgment
and is therefore statistically more reliable.

—~ Reader. The reader’s score is updated: if one reader’s
judgment about a document is “wrong” (too far from
the average), the reader’s score has to decrease. Then,
the reader’s score is updated depending on the good-
ness of her judgment (how much adequate her judg-
ment is, or how much it agrees with the current score
of the paper).

The steadiness of the reader increases, since her score,
computed on the basis of the goodness of her judg-
ments, is obtained on the basis of one more judgment.

— Previous readers. The scores of the readers that pre-
viously read the same paper are updated: if a judgment
causes a change in a paper score, all the goodnesses
of the previously expressed judgments on that paper
have to be re-estimated. Therefore, a judgment on a
certain paper leads to an updating of the scores of all
the previous readers of that paper.

The steadinesses of the previous readers increase since
the goodnesses of the readers, that lead to their scores,
are obtained on the basis of one more judgment.

The updating of the scores of the previous readers
deserve further explanation. After the paper score has
changed, it is possible to revise the goodness of the old
readers’ judgments, and to update the old readers’ score
consequently: for instance, if an old reader r expressed a
judgment j that was “bad” (distant from the paper score)
at that time, but after that the paper score changes and be-
comes more similar to j, then the score of 7 (s,) has to
increase. Let us take into account a simple concrete exam-
ple (see Figures 1, 2, and 3):
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Figure 1: The updating of previous readers’ scores: t;.
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Figure 2: The updating of previous readers’ scores: t5.

— At time tp, we have a paper p with score s,(to),
three readers r1, ro, and r3 with their scores s, (to),
Sy (to), and sp; (to).

At the following time instant t; > ¢p (Figure 1),
reader r; reads paper p expressing the judgment
Jri,p(t1) (continuous double arrow line in figure).
This causes the updating of the scores of p and 7,
(dashed line in figure): we obtain s,(t1) and s, (t1).

At time t5 > t; (Figure 2), reader ry reads p express-
ing jr, p(t2). The scores of p and r, are updated con-
sequently, leading to sp(t2) and s, (t2). But also the
score of r; has to be updated (dotted line in figure),
since the goodness estimated at time t¢; for j,, ,(t2)
with respect to s,(t1) has to be re-estimated now that
the score of p is sp(t2).

At time t3 > ty (Figure 3), r3 reads p expressing
Jrs,p(ts). This changes the score of p (s,(t3)), the
score of r3 (sr,(t3)), and the scores of the previous
two readers (s,,(t3) and s, (t3)).
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Figure 3: The updating of previous readers’ scores: t3.

3 Invariant properties

In this section, we will present some formula, in order to
formally specify how to compute the values of the scores
and steadiness of paper, author, reader, and previous read-
ers, depending on the expressed judgments.

Let’s start with some notation. We will denote with:

— tandt; the discrete time instants. We assume that t;
immediately follows ¢;, and that between ¢; and ¢;4
only the explicitly specified events will happen.

- 8-(t), sp(t), sa(t) the score of a reader, a paper, and an
author, respectively, at time ¢. We will sometimes omit
the time indication when this does not rise ambiguity.
The values for sp(t) and s,(t) are in the range [0, 1]
(0 is the minimum and 1 the maximum), whereas the
values for s,(¢) are in the range ]0, 1]. This difference
will be explained in Section 3.3.

- 0,(t),0p(t), 04(t) the steadiness of a reader, a paper,
and an author, respectively, at time ¢. All the steadi-
ness values are in the range [0, +oo].

- jrp(t) the judgment expressed at time ¢ by reader r
on paper p.

In other words, the goodness of a reader’s judgment is an
approximation of the ideal goodness, defined as the differ-
ence between the reader’s judgment and the final score of
the paper (i.e., the score obtained when the last judgment
on that paper has been expressed). Since the final score is
obviously not available when the judgment is expressed, it
has to be guessed (updating of the reader), but this guess
is revised and refined as time goes on and tends to = o0
(updating of previous readers).

tr,p the time instant of the judgment expressed by r
on p (we are implicitly assuming that each reader can
judge each paper only once). We will write j,, in-
stead of j,p(tr.p).

3.1 Paper

Given a paper p, its score is the weighted mean of the judg-
ments previously expressed by readers on p. The weight of
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each judgment is the score that the reader has when she ex-
presses the judgment, to give more importance to the judg-
ments given by better readers.

Definition 1 (Paper score s,) Given a paper p, the set
R, (t) of readers that expressed a judgment on p before time
t, and the time instants of judgments expressions ¢, 5, we
have Vr € R,(t) the judgment j, , expressed by  on paper
p and the score s, (t, ) of r at time i, p, i.e.; the score that
the reader has when she expresses the judgment. We can
then define the score of paper p at time ¢ as:

Z sr(trp) * Jrp

TrER,(t)

sp(t) = . ey

Z sr(trp)

r€R,(t)

Remark 1 Consistently with Formula 1, the score of the
paper before any judgment is expressed on it is zero.

Remark 2 The score s,(t) of a paper is modified only
when a judgment on p is expressed.

Remark 3 InFormula 1, each judgment is weighted on the
basis of the score that the reader has when she expresses
the judgment (s, (¢ 5)). The alternative of using the score
that the reader has “now”, i.e., when the mean is calcu-
lated (s,(t)), seems less preferable since the reader’s com-
petence has probably changed in this period.

Let’s now see how to measure the steadiness of a pa-
per. The steadiness of a paper has to measure how stable
its score is. To define it, a first attempt might be as the
number of judgments expressed on that paper. However,
it seems reasonable that a judgment expressed by a good
reader should be more important, and give more steadiness
to the paper, than a judgment expressed by a reader with a
low score. Therefore, we define the steadiness of paper p
at time ¢ as the summation of the scores that readers have
when they express their judgments on p.

Definition 2 (Paper steadiness o,) Given a paper p, the
set Rp(t) of readers that expressed a judgment on p be-
fore time ¢, and the time instants of judgment expression
trp, With t. , < t, the steadiness of p at time ¢ is:

> siltrp)- )

TERL(L)

op(t) =

Remark 4 The steadiness value of a just published, and
not yet judged, paper is zero.
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Remark 5 The expression in the denominator in For-
mula 1 is exactly the steadiness of the paper. Therefore,
we can rewrite Formula 1 as:

Z sr(trp)  Jrp
Bl) = SO

3.2 Author

Given an author a, her score at time ¢ can be defined in two
equivalent ways:

— As the weighted mean of the scores of the papers pre-
viously published by a. The weight of each paper p is
the steadiness of p, a value that sums up all the scores
of the readers that expressed a judgment on p (see For-
mula 2).

— Asthe weighted mean of the judgments previously ex-
pressed by readers on the papers published by a. The
weight of each judgment is, again, the score that the
reader has when she expresses the judgment.

Let’s define formally the first alternative, that uses the
steadiness of a paper to weight the papers scores.

Definition 3 (Author score s,) Given an author a and the
set P,(t) of papers published by a before time ¢, we have
Vp € P,(t) the score sp(t) of p at time ¢ and the steadiness
op(t) of p at time ¢. We can now define the score of author
a at time ¢ as:

Z op(t) - 5p(t)

PEP, (1)

sa(t) = - 4)
Z op(t)
PePa(t)
|
Following the second alternative, we can define:
Z Z Sr(tr,p)'jr,p
EP, (1t r€R,(t)
salt) = DEEe \refi , 9
Z Z sr(trp)
pEPL(t) \TERL(t)

where P, (t) is the set of papers published by a before time
t. Rp(t) is the set of readers that judged paper p before
t, s7(trp) is the score of r at time t, 5, t,, < t are time
instants of judgment expression, and 3, , is the judgment
expressed by r on paper p.

Remark 6 Using Formulz 2 and 3 to rewrite the summa-
tions in parentheses in Formula 5, it is easy to see that the
score of an author computed with Formulz 4 and 5 are
equivalent.
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Remark 7 Consistently with Formulz 4 and 5, the score
of the author before any judgment is expressed on her pa-
pers is zero.

Remark 8 s,(t) is modified only when the score of one of
the papers published by a changes, i.e., when a Judgment
on a paper published by a is expressed.

Remark 9 As discussed in Remark 3, in Formula 5 each
judgment is weighted on the basis of the score that the
reader has when expresses the judgment (s, (tp))-

The steadiness of an author has to measure how stable
her score is. We can define it equivalently in two ways, as
the summation of the steadiness of her papers and as the
summation of the scores that the readers had when they
expressed a judgment on a paper of the author. The first
alternative leads to the following definition.

Definition 4 (Author steadiness o,) Given an author a,
the set of papers P, (t) published by a, and the steadiness
op(t) of each paper p € P,(t) at time t, the steadiness of
author q at time ¢ is:

o.(t) =

> op(t). (6)

PEP ()
n

Following the second alternative, we can define (with the
usual notation):

g.(t) =

DD siltep)- Q)

PEPL(t) TERL (L)

The equivalence of Formulaz 6 and 7 follows immediately
from Formula 2.

Remark 10 Since the denominator in Formula 4 is exactly
the steadiness of the author (Formula 6), we can rewrite

Formula 4 as:
D oplt) - sp(t)
PEP.(t)

so(t) = @) . (8)

3.3 Reader

First of all, we need to define a measure of how good a
judgment is.

Definition 5 (Goodness) Given the score s,(¢) of a paper
pat time ¢ and the judgment j, , by reader r on p, the good-
ness, calculated at time ¢, of the judgment j,. , is defined as:

1- |jr,p - Sp(t)l . 9

9., () =
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Remark 11 The goodness depends on the time instant at
which it is computed (¢ in Formula 9), since s;, can change
also after the judgment expression (because of other judg-
ments).

Given a reader r, her score is the weighted mean of the
goodness of the judgments she has previously expressed. If
we gave the same weight to all the goodnesses, we might

define:
> 9,1

PEP(1)
|P-(8)]

where s,.(t) is the score of reader r at time ¢, P.(¢) is the
set of papers judged by r before t, | P, (t)| is the cardinality
of P.(t), jrp is the judgment expressed by r on paper p,
and gj, ,(t) is the goodness, calculated at time ¢, of the
judgment 7, 5.

However, the weight of each goodness should be differ-
ent on the basis of the steadiness of the paper being judged.
For instance, a wrong judgment on a paper that has been
previously judged by many readers should weight more
than a wrong judgment on a paper whose score is calcu-
lated on the basis of very few judgments. The steadiness of
the paper being judged should be taken into account, and
the previous Formula 10 for s.(t) has to be rewritten as
follows.

s (t) (10)

Definition 6 (Reader score s,.) Given a reader r and the
set P.(t) of papers judged by r before time ¢, we have
Vp € P,(t) the steadiness op(t) of p at time ¢, the judg-
ment j, , expressed by  on p, and the goodness g;, _(t) of
the judgment j, ;, calculated at time . We can define the
score of reader r at time ¢ as:

Z ap(t) - 9., (t)

ST.(t) PEP.(t) (11)
, > opl) _
pEP,(t)
]

Remark 12 The initial value of s, should be, accordingly
to Formula 11, zero. But this would lead to a division by
zero in Formula 1 (if we compute the score of a paper that
has not been judged yet). We therefore define this initial
value as s, = €, where € is a small value that will be ne-
glected after some judgments are expressed.

Remark 13 The score of a reader r changes when:

— 7 judges a paper. This adds one element to the set
P.(t) and one new addendum to the summations in
Formula 11.

- A reader 7' # r judges a paper that has previously
been judged by r. This causes the score of the paper
to change, and this leads to changing the goodness of
the judgment previously expressed by r.
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Remark 14 All the goodnesses are calculated at time ¢, to
have the better estimate that is possible. We are implicitly
assuming that the estimate improves with the number of
judgments.

Remark 15 For the same reason, the steadinesses are cal-
culated at time ¢ too: in Formula 11, we have a,,(t), not

op(trp)-

The steadiness of a reader has to measure how stable the
score of a reader is. A good measure might be the num-
ber of judgments expressed by a reader. However, since a
judgment expressed on a paper with a high steadiness value
should give more steadiness to the reader, we define the
steadiness of a reader as the summation of the steadinesses
of the papers judged by her.

Definition 7 (Reader steadiness o) If P.(t) is the set of
papers judged by a reader r before time ¢, the steadiness of
r attime t is

or(t) =

(12)

Z ap(t).

PEP.(t)

Remark 16 The denominator in Formula 11 is the steadi-
ness of the reader (right hand side in Formula 12). There-
fore, Formula 11 can be rewritten as:

Z op(t) - g5, (1)

pEP.(t)

or(t)

Remark 17 Although the steadiness of a reader is not used
in the other formulz, it is however useful to judge the reli-
ability of a reader.

se(t) = (13)

4 Conclusions and future
developments

We have described, both intuitively (Section 2) and for-
mally (Section 3), an electronic scholarly journal in which
the standard peer review process is replaced by a more
democratic approach based on judgments expressed by the
readers.

The formul® in Section 3 are different from what pre-
sented in [8, 9]: the formule presented here define some
invariant properties of the system, that must hold at each
time instant, whereas the formulz in [8, 9] define how to
update the values of score and steadiness of papers, au-
thors, and readers as time goes on. The invariant proper-
ties are simpler than the updating formula, and thus it is
straightforward to understand and justify them from an in-
tuitive point of view; the correctness of the updating for-
mulz is more difficult to grasp at an intuitive level, but the
equivalence of the two approaches can be formally proved.

S. Mizzaro et al.

Moreover, because of some improvements and simplifica-
tions, the formula presented here are not fully equivalent
to those in {8, 9].

Generally speaking, this proposal can be seen as an im-
provement of the dissemination of scholarly information
through on line journals. More specifically, it can be seen
as an improvement of the well known impact factor mech-
anism, of the democratic journal proposed in [10], and of
collaborative information retrieval and filtering [6], since it
allows distinguishing among “good” and “bad” collabora-
tors. Two other proposals that are similar, but less formal-
ized, are those by Stodolsky [12] and by Varian [13].

This proposal is not free from problems. In general, one
may wonder if democracy is a good approach to knowl-
edge dissemination. Of course, it is difficult to have an
objective opinion on that: it could be appropriate, or ap-
propriate in some fields only, or not appropriate at all. We
believe that only by further studies and experiments we can
find an objective answer. However, it has to be emphasized
that the mechanism proposed here is different from democ-
racy, since different readers will have different importance.
More specific problems are briefly discussed in the follow-
ing.

A problem is lazy readers: a reader can simply confirm
the previously expressed judgments, giving to each read pa-
per a score equal to its actual score, with the aim of obtain-
ing a high goodness. Two solutions seem suited here: give
higher scores to fast readers (those that first read the pa-
pers), and do not show the paper score for a period after its
publication (for instance, until when its steadiness reaches
a certain value). Moreover, the strategy adopted by such a
lazy reader might be a bad one, and lead to a low score for
her, if the judgments by the following readers change the
score of the paper.

Another problem might be the lobbies, i.e., people that
agree in mutually giving high scores. This might not be
a problem at all, if the whole system can be modified to
behave, by choosing appropriate formule and constants, in
a way that discourages the lobbies; if this is not the case, the
solution would probably be to implement some software
able to detect such situations.

Of course there are technical difficulties too, e.g., the
identification of subscribers, or the huge amount of stor-
age needed for recording the papers, the subscribers’ data,
and the history of expressed judgments. But these can be
surely handled by database and cryptography technologies.

It is also easy to see some mandatory improvements:

~ To deal with papers with more than one author. That
should be easy: the judgments on the paper cause a
modification of all the authors’ scores, weighted on
the basis of the importance of the contribution of each
author to the paper.

— To have more scores, both for subscribers (authors
and readers) and papers: comprehensibility, technical
soundness, originality, and so on. In this way, a more
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detailed evaluation is available. If just one single num-
ber is needed, a weighted mean of all the scores of a
subscriber (or a paper) can be used.

. — To have more than one journal, with different accep-
tance thresholds: an author must have a score larger
than the threshold for publishing. Younger researcher
will subscribe to lower rated journals, and “first class”
journals will accept only well established researchers.
The mechanism presented in this paper can also be
used as a complement of, instead of a replacement
to, peer review: the initial score of a paper can be
given by a standard peer review, thus allowing an au-
thor with a low score to submit her paper to an higher
rated journal.

— To allow the subscribers know why their score is
decreasing, i.e.,, which “wrong” judgment, or paper,
causes that, and eventually let them revise their judg-
ment or withdraw their paper.

-~ To introduce some sort of rent function, for decreas-
ing the score of subscribers that are inactive for long
periods of time.

— To allow the readers to express, besides the numerical
judgments also a free text commentary on the paper.
The commentary can then be considered as a paper it-
self, and judged by other readers, but it is linked to the
paper it comments, and the score of the commentary
can affect the score of the paper.

Finally, we sketch how we intend to proceed with this
research. A software simulator of the electronic journal
proposed here is currently under implementation. We also
plan to use some mathematical models and techniques for
formally studying the behavior of the whole system and for
studying other similar approaches. More in detail, some
typical cases could be simulated, e.g., what happens to a
reader’s score when she expresses a judgment that is correct
but far from the average; it would be possible to understand
if and how the order of the judgments expressed by the
readers affect their final score, or if the initial conditions—
i.e., the number of initial readers, their score, and so on—
are a critical factor for having a stable system; we might use
a bet-like approach, in which each reader has some money
and bets on some papers; and so on.

These theoretical and experimental activities will allow
to verify that the behavior of the system is correct and con-
sistent and to choose in a more reliable way among the
possible formul® and parameters. After that, the software
for the complete system will be implemented, tested, and
evaluated. An ideal environment for these experiments is
a repository of preprints, like ArXiv (http://ArXiv.org/).
We plan to execute some laboratory experiments (with
simulated papers, authors, and readers) and some real
life experiments (involving real users), mostly within the
TIPS project (http://tips.sissa.it), recently funded in the 5th
Framework Program of the EU.
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These theoretical and experimental activities will also al-
low to determine the relations between the values of some
parameters and the real situation: indeed, it is likely that
the values of parameters depend on figures like the num-
ber of subscribers, the rate of papers publishing, the rate of
judgments expression, and so on. These dependencies must
be singled out and, in case the above presented formula
turned out to be inadequate, new ones need to be proposed
and evaluated. Again, ArXiv seems the ideal environment
for this issue.
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The emerging learning society requires a different development strategy, but also a conceptual and
statistical framework that goes beyond the conventional approach and provides a broader dynamic
Jramework for policy analysis. The novel time distance methodology is applied to the analysis of digital
divide in the USA by income and educational level It also shows that different statistical measures lead
to diverse conclusions about the gap between North America and Europe in Internet users per capita.
Percentage difference is decreasing, while time distance is increasing. Policy discussion relates to
preparation of national strategy for information society in Slovenia.

1 Introduction and methodology

In the recent EU seminar on socio-economic research
and European policy ‘Towards a learning society:
innovation, competence building with social cohesion in
Europe’, Lundvall [3] underlined two important
characteristics of the emerging knowledge based
economy: the major impact of the information
technology revolution is that it speeds up the process of
change in the economy, while the most important
inherent contradiction of the learning economy has to
deal with polarization and social exclusion. He
concluded that under the new circumstances there is a
need for reintegrating the strategies of firms, social
partners and policy makers. We may add that now, more
than ever, there is also a need that the conceptual and
statistical framework employed to deal with the problems
of interrelationship between growth and inequality goes
beyond the conventional static approach and provides a
broader dynamic framework for policy analysis and
debate.

This paper delivers two messages. First, a novel broader
dynamic conceptual and statistical framework can
enhance the analysis and perception of the gap between
two countries, firms or economic and social groups. By
introducing time distance concept, and S-distance as a
novel statistical measure, as an inherent dimension in the
comparative analysis and benchmarking new insights
from existing data can be provided. It will be shown that
the degree of disparities may be very different in static
terms and in time. The concept of time distance for a
given level of the indicator can be usefully applied to
many issues in economics, business, and statistics.

Second, the relation between the information society and
government is dealt with at the broadest understanding of
the term, i.e. the role of government in terms of
establishing national strategy for development of the
information society within the national consensus on
economic and social development. It will be shown that
in the USA as the leading country in the application of
the information technology, as well as in the EU with the
initiative entitled ‘eEurope An Information Society for
All’, policy decisions have been reached that the stakes
for future development of society are so high that the
development of information society cannot be left to
spontaneous trends and has to be guided by conscious
policy at the highest level in cooperation with all
segments of the society.

A brief description of the time distance methodology will
be presented first. Further details can be found in Sicherl
[S, 6, 7]. The time perspective, which no doubt exists in
human perception when comparing different situations, is
systematically introduced both as a concept and as a
quantifiable measure. Time distance in general means the
difference in time when two-events occurred. We define
a special category of time distance, which is related to
the level of the analysed indicator. The suggested
statistical measure S-distance measures the distance
(proximity) in time between the points in time when the
two compared series reach a specified level of the
indicator X. For a given level of X, X; = Xi(t;) = X(t;),
and the S-distance, the time span separating unit (i) and
unit (j) for the level X;, will be written as

Si(Xe) = AT(XL) = ti(Xy) - t;(Xe)
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where T is determined by X.. S-distance has been
generalized to complement conventional statistical
measures in time series comparisons, regressions,
models, forecasting and monitoring (Sicherl [5]). In this
paper only the first application to comparisons between
countries (regions) and socio-economic groups will be
used. In practical applications it is important to
distinguish backward looking (ex posf) and forward
looking (ex ante) time distances. They relate to different
periods, past and future. Backward looking time distance
belongs to the domain of statistical measures based on
known facts, and there is no need to relate it to any static
measure or growth rate. The second, the forward looking
time distance, is important for describing the time
distance outcomes of alternative assumptions about
future developments or of alternative policy scenarios for
the future.

2. Different statistical measures of the
gap between North America and
Europe in Internet users per capita
show diverse conclusions

The indicator Internet users per capita is an example of
an indicator with a much higher rate of growth than that
of GDP per capita. As time distance is a negative
function of the growth rate of the indicator, it is expected
that the time distance for some of the information society
indicators with very high growth rates will be
substantially smaller than that for GDP per capita. This is
so despite the fact that static disparities for some of these
indicators are larger than that for GDP per capita. In this
section the illustrative example is done for the indicator
Internet users per 1000 people by region. Data from
Computer Industry Almanac Inc. include also projections
for this indicator until the year 2005. Despite the great
importance of the information society indicators in
shaping the tehnological change and the economy, the
accuracy of international comparisons for these
indicators leaves much to be desired. Our focus in this
paper is in the first instance methodological, showing
that different statistical measures lead to different
perceptions about the magnitude and the direction of
change in the gap between North America and Europe
for Internet users per capita. Therefore we simply take
the values and the geographical division from Computer
Industry Almanac Inc. [14] for granted .
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This data source shows that in 1998 the value for the
indicator Internet users per capita was in North America
(NAM) nearly three times higher than in Western
Europe/Scandinavia (WES), and more than twenty times
higher than in Eastern Europe (EE). This gap is in static
terms much higher than that for GDP per capita. The
time distance is roughly between 3 and 4 years between
NAM and WES, as shown in Table 3. Table 2 shows the
average growth rates for NAM, WES and EE for each of
these three periods: the rate of growth of EE is higher
than for WES, and that for WES is in turn higher than
that for NAM. If one would be using only relative static
measures of the gap the conclusion would be
uncomplicated. Since the growth rate is higher for WES
and EE than for NAM, the conclusion would be that the
gap is decreasing and that convergence is well under
way.

Table 1. Internet users per 1000 people by region

. North W.Europe
Time America /Scandinapvia Eastern Europe
1995 104.9 22.1 1.3
1998 311.2 105.8 13.0
2000 492.6 220.5 37.2
2005 720.6 529.9 157.7
Source: Computer Industry Almanac Inc. http:fiwww.c-i-

a,com/199908iu.htm

Table 2. Average percentage rate of increase per year

. North W.Europe |
Period America_|/Scandinavia Eastern Europe
1998/1995 44 69 117
2000/1998 26 44 69
2005/2000) 8 19 33
The broader conceptual and statistical framework

suggested here looks at the situation from more
perspectives. Table 3 shows the numerical results for
three views of the gap between the three regions, while
Table 4 draws the main conclusions for the five statistical
measures used in the discussion of the existing and
projected gaps between NAM and WES for the Internet
users per capita. In this case all three measures of the gap
(absolute difference, percentage difference and S-
distance) show diverse conclusions about the directions
of the change of the gap between NAM and WES for the
period 1998-2005.

Table 3. Three measures of differences in internet users per 1000 people between W.Europe/Scandinavia
(WES=0) and North America and Eastern Europe

Time | Absolute difference | Percentage difference Time ;d’;t:snce n
NAM EE NAM EE NAM EE

1995 83 -21 375 -94

1998 205 -93 194 -88 -3.0

2000 272 -183 123 -83 -3.3 4.5

2005 191 -372 36 -70 -4.2 6.1
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Table 4. Internet users per capita: comparing different views of the gap between
North America and W. Europe/Scandinavia

Measure 1 Level of the indicator HIGHER IN NAM NAM > WES
Measure 2 Growth rate per year HIGHER IN WES NAM < WES
Measure 3 GAP: Absolute difference CONSTANT =
Measure 4 GAP: Relative difference DECREASING \:
Measure 5 GAP: Time distance INCREASING )

Absolute difference is constant; at both compared points
in time about 200 more people per 1000 people are
Internet users in NAM as compared to WES. Percentage
difference is decreasing substantially; in 2005 it is
projected that the value of the indicator in NAM will be
only 36 per cent higher than in WES. This degree of
relative disparity would in 2005 be already lower than
the disparity in GDP per capita in 1999. However, time
distance would be increasing, in 1998 the time lead of
NAM for Internet users per capita was according to this
set of data 3 years, while for 2005 the projected time lead
will be 4.2 years.

This is a surprising and counterintuitive conclusion that
can be systematically obtained only within the outlined
broader conceptual framework. The perception of and the
conclusions about the degree of disparity that are based
here on two-dimensional analysis of proximity
(proximity in time and proximity in the indicator space)
provide a better understanding of the situation. A new
dimension is added to- complement the conventional
static measures of disparity, and all of the perspectives
have to be studied simultaneously for a better perception
of the reality.

The fact that growth rates for the same period are higher
in Europe than in North America does not tell the whole
story. When compared for given levels, at least until the
projected level of 500 per 1000 people, the diffusion of
Internet is shown to be always faster in North America
than in WES. Such a conclusion is simply absent from
the conventional measures. A country or a company that
reduces the static percentage disparity by growing faster
than its benchmark may erroneously believe that it is
sufficiently improving its competitive position. However,
in the present rapid changes in the economy it may be for
a company much more important not to increase the lag
in time behind its competition. In this numerical example
the growth rate for Internet users per capita for Eastern
Europe is much faster than for WES and NAM, but
Eastern Europe is not growing fast enough to prevent the
worsening of its position in two other views: absolute
differences and time distances are increasing. It would be
advisable that also the eEurope Initiative targets would
be checked and that the implied reduction in various
aspects of the gap with North America would be made
explicit with the use of this broader framework. Such
broader analysis could be useful also for market analysis
of penetration rates for numerous products.

3. Digital divide in the USA by
income and education level

U.S. Department of Commerce (1999) issued already the
third report on the falling through the net, dealing with
the digital divide by analyzing telecommunications and
information gaps in America. In the nutshell, this report
revealed that better educated Americans are more likely
to be connected; the gap between high- and low-income
Americans is increasing; whites are more likely to be
connected than African-American or Hispanics; and rural
areas are less likely to be connected than urban users. In
this paper we shall touch only on one indicator,
percentage rate of U.S. households with computers for
selected years for the period 1984-1998, and observe
what are the historical time distances for this indicator.

Table 5. Percent of U.S. Households with Computers
By Education

Education |1984 (1989|1994 (1997|1998

Elementary | 09 | 1.9 | 2.6 | 6.8 | 7.9

Some H.S. | 23 | 4.5 6 |109]157
H.S. Diploma| 5.9 | 9.1 [14.8 1257|312
Some College| 11.3 | 11.8 | 28.9 | 43.4 | 49.3
B.A.ormore | 16.4 | 30.6 | 48.4 | 63.2 | 68.7

Source: U.S. Department of Commerce (1999)

Table 6. Time Distance (in Years) for Digital Divide
for Computer Penetration Rate from High School
Diploma Level (- time lead, + time lag)

Education 1997 1998

Elementary 11.59 10.88

Some H.S. 6.42 3.75
H.S. Diploma 0 0
Some College -3.94 -3.52
B.A. or more -9.73 -8.83

Source: own calculation

This aspect of the digital divide will be illustrated for
computer penetration rates in households by the level of
education and by income. The 1998 level of households
with computer for those with high school diploma
corresponds with the 1989 level for the group with B.A.
or more; the time lag is about 9 years. In turn, those with
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Table 7. Percent of U.S. Households with Computers By Income

Income 1984 1989 1994 1997 1998
Under $5,000 1.6 5.8 8.4 16.5 15.9
5,000 - 9,999 1.7 3.7 6.1 9.9 12.3

10,000 - 14,999 3.3 4.5 8.2 12.9 15.9
15,000 - 19,999 5.3 8 11.7 17.4 21.2
20,000 - 24.999 8.1 9.6 15.2 23 25.7
25,000 - 34,999 11.7 14.6 19.8 31.7 35.8
35,000 - 49,999 17 22.5 33 45.6 50.2
50,000-74,999 22.4 31.6 46 60.6 66.3

75,000+ 22.1 43.9 60.9 75.9 79.9

Source: U.S. Department of Commerce (1999)

only elementary education lag behind those with H.S.
diploma for another 11 years. Roughly speaking, the time
divide between those with B.A. or more and those with
elementary education is about 20 years. This is a
complementary view to the statements that the level in
the highest group is eight times higher (relative
difference) or that the absolute difference amounts to
about 60 points in penetration rate.

Table 8. Time Distance (in Years) for Digital Divide
for Computer Penetration Rate from the 20,000-
24.999 level (- time lead, + time lag)

Income 1997 1998
Under $5,000 2.5 3.73
5,000 - 9,999 7.73 6.59

10,000 - 14,999 5.05 3.73
15,000 - 19,999 2.15 1.69
20,000 - 24.999 0 0
25,000 - 34,999 -2.19 -2.51
35,000 - 49,999 -7.76 -7.48
50,000-74,999 -12.67 -12.21
75,000+ -12.79 -13.17

Source: own calculation

The digital divide for computer penetration rate by
income classes shows a similar time dimension. S-
distance between the 75,0008+ class and the 20,000-
24,9998 class is about 13 years, and for the highest and
the lowest class between 17 and 20 years. Time distance
of about 20 years shows, in addition to the analysis of
static differences in the mentioned study, that the digital
divide in the USA is substantial and that concerted action
to reduce it is needed.

4. National strategy for information
society

Both of the leading economic powers, USA and EU,
have made a policy decision formulating an explicit
strategy to enhance the conditions under which the
benefits of the development of the information society

would come within the reach of all inhabitants. In the EU
on December 8, 1999 the European Commission
launched an initiative ‘eEurope An Information Society
for All’. The key objectives are:

1) Bringing every citizen, home and school, every
business and administration into the digital age.

2) Creating a digitally literate Europe, supported by
entrepreneurial culture to finance and develop new
ideas.

3) Ensuring that the whole process is socially
inclusive, builds consumer trust and strengthens
social cohesion.

To achieve these objectives, the Commission proposes
10 priority areas for action with ambitious targets to be
achieved through joint action of the Commission,
Member States, industry and citizens of Europe (ISPO
[15]). Further steps were taken under the Portuguese
presidency.

In the USA President Clinton launched in April 2000
‘National Call to Action’ to close the digital divide. He
challenged corporations and non-profit organizations to
take concrete steps to meet two critical goals:

1) Provide 21st Century Learning Tools For Every

Child in Every School.
2) Create Digital Opportunity For Every American
and Community.

He announced that over 400 companies and non-profit
organizations have signed a ‘National Call To Action’ to
bring digital opportunity to youth, families and
communities. The position is that access to computers
and the Internet and the ability to effectively use this
technology are becoming increasingly important for full
participation in America’s economic, political and social
life. There is strong evidence of a ‘digital divide’, i.e. a
gap between those individuals and communities that have
access to these Information Age tools and those who do
not (White House [12]). In December 1999 he directed
five members of his Cabinet to take specific steps in their
Departments to close the Digital Divide. He traveled
around the country and participated in roundtable
discussion with CEOs from the technology industry and
leaders of the civil rights community and non-profit
organizations, who pledged their contributions to this
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action. Are there any lessons for the Slovenian

government?

In Slovenia unfortunately some politicians and interest
groups either because of lack of understanding of world
trends or because of their particular interests entertain the
view that even indicative planning of social and
economic development is a characteristic of the former
system and something which is not quite suitable for the
market economy and political democracy. Consequently
such state of mind in decisions on development policy
underestimates the importance of professional know-how
and objective elements and stretches of the role of
political decision-making also to areas where this is not
optimal. By doing this it introduces arbitrariness and
inefficiency in the short run as well as in long-term
decisions.

In professional circles there is substantial agreement that
this situation is one of the most important obstacle for a
more efficient development. Sicherl [4] states that the
lack of coordination and social consensus on
development startegy prevents that the synergy based on
interrelationships in the economy and society could lead
to better performance of Slovenia. In a study of
development gaps between Slovenija and the EU Sichertl

and Vah¢i¢ [8] put the achievement of social consensus |

for the strategy of development on the top of the list of
factors needed to reduce the gap. Sofan [9] shows the
importance of social consensus for successful
development cases in international comparison. Banovec
[1] emphasizes communication and dialog for the more
demanding analytical use of information infrastructure.
Caf [2] and Vehovar [11] also put emphasis on the lack
of strategy and the need for a more proactive and
consistent policy to promote further development of the
information society.

The development of information technology competence
in schools is a positive development, but otherwise there
is an absence of active policy in the field of information
technology, knowledge and its effective use as in many
other areas. This field is a typical example of a
necessary defensive investment: we have to invest in
order to prevent falling behind the world; only later we
will be able to discuss how much faster we should run to
acquire a comparative advantage. The trend in the world
is clearly reflected in the slogan at an Intel Conference:'
every business= E-business, every home= E-home'. This
will not be achieved tomorrow, but it is obviously one of
great threats and opportunities of which the government
and business are not fully aware of. From the point of
view of the development strategy of Slovenia relying on
the spontaneous development in this field cannot be an
acceptable scenario.

However, all these opinions, together with open calls to
the government by individual members of parliament,
professional groups and researchers were not successful
in the past to induce the government to take up its role in
bringing together all interested groups and prepare an
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operational strategy for further development of
information society in Slovenia. The Committee for
Science and Technology of the Slovenian Parliament
organized a public presentation of opinions on the
information society as a challenge to Slovenia that was
attended by researchers and businessmen, it published
these opinions (Drzavni zbor [13]), but nothing more
happened.

Two conclusions follow. The first conclusion is
methodological. The concept of time lead or time lag for
a given level of the indicator can be usefully applied to
many issues in' economics, politics, business and
statistics. It offers a new insight to the problems, an
additional statistical measure, and a presentation tool for
policy analysis and debate expressed in time units,
readily understood by policy makers, media and general
public. Time distance is not a methodology oriented
towards some specific substantive problem, it presents an
additional view to many problems and applications. It
can be used also for target setting, benchmarking and
monitoring. By analogy, there is a wide-open possibility
to apply this methodology to numerous business
problems at the micro, corporate and sector levels. The
shortest description of its benefits is new insight from
existing data, as a new dimension is added while no
earlier results are lost or replaced. In the empirical
examples here very different conclusions were reached
when the change in the gap in Internet users per capita
was assessed by percentage difference and time distance.
Both of them matter. Broader analytical framework
means better understanding of the situation, which leads
to better decisions.

The second conclusion is related to the need to prepare
an operational strategy for further development of
information society in Slovenia. The government and
politicians did not realize that for the future of Slovenia
building information highways to all people is more
important than building the motorways across Slovenia,
both for the international standing of Slovenia in the
global economy and for the economic and social
cohesion within Slovenia. It may very well be that
Slovenia is in some aspects of information technology
infrastructure still in a good position. However, this is
only a necessary but not a sufficient condition for
success. The crucial factor is diffusion of such
opportunity and knowledge to all members of the society.
It is a question of the value added in its use, a question of
the modern learning economy and learning society. USA
as the technology leader with a booming economy, at
much higher level of development than Slovenia, showed
that relying on the spontaneous development in this field
is not an acceptable scenario. When will there be enough
members of the government and parliament in Slovenia
that will understand this message and prepare an explicit
operational national strategy in full cooperation with the
private and public sector and civil society? Will the
present political divide prevent us for dealing with the
digital divide, in relation to the leading countries and
within Slovenia?
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The paper deals with the basic features of the contemporary life-space which has been created and
shaped by information industry. On the basis of various analyses and positions put forward in published
matters, and on the basis of the results of a survey we carried out, we devised twelve theses which
address the most relevant features of the contemporary life-space, as well as the dominant attitudes and

tendencies concerned with these features.

1 Introduction

The paper put forward the preliminary results of a
research the aim of which has been to study the basic
features of the life-space created by the contemporary
information industry, as well as the dominant attitudes
towards the opportunities and limitations that
information technology offers and imposes. The first
stage of the research comprised an extensive study of
relevant published matter, as well as a survey by means
of which we wanted to gain insight into public opinion
about the issues the project deals with. The survey was
carried out by means an interactive Web page (shaped as
a questionnaire, realised in Java). The questionnaire
started with a selection of pragmatic issues concerning
life in the world pervaded by information technology; we
addressed the problem of noise (in the contemporary
communication space), the quality of public discourse,
and new freedom as well as new limitations that
information technology brings. The three traditional
attitudes towards life - the aesthetic, the moral, and the
religious - were considered in the context of the
_opportunities and  limitations created by the
contemporary information industry. The questionnaire
also addressed the issues of global homogenisation of
human activities and thoughts, as well as of the new
culture of the present, created and promoted by
information technology.

A hundred randomly chosen students from the
departments of Information Science, Pedagogy, and
Mathematics (at the University of Rijeka, Croatia) were
invited (by e-mail) to visit the Web page and to take part
in the survey. On the basis of the answers obtained, as
well as on the basis of the insight into relevant published
sources, we devised twelve theses about the
contemporary life-space whose features are essentially
determined by information technology. The theses we
put forward do not express our position, nor are they

mutually -coherent. They were shaped with an aim to
address the most relevant issues concerned with the
contemporary life-space, and to put forward the
dominant attitudes and tendencies related to the basic
features of current life-space. The theses we put forward
are intended to be the subject of our further research, in
which we intend to offer an extensive analysis and
evaluation of the theses themselves, and of the prevalent
position related to each of the theses. If the dominant
tone in current presentation of the theses is a (too) critical
one, that is primarily a sort of reaction to the excessive
enthusiasm with which the information age is prone to
speak about itself, completely neglecting the drawbacks
of the present achievements.

2 The Twelve Theses

Thesis 1: We live in the noise

The concept signal-to-noise ratio designates the ratio
between the magnitude of a useful signal and the
magnitude of noise generated by the system which
produces the signal. The development of information
technology has been accompanied by constant
diminishing of the signal-to-noise ratio in the global
communication system, which means that our life-space
is becoming more and more noisy (in the figurative and
in the literal sense). The noise causes a stimulus
overload, to which humans react to by blocking the
reception, and by paying less and less attention to those
signals that manage to get through their defensive
barriers. To overpower the global noise, and to penetrate
the defensive barriers of targeted subjects, senders of
messages make their messages louder and louder, and
more provocative. In other words, aggressiveness and
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vulgarity increase alongside the noise, so that our life-
space is becoming more and more crass (or "insensitive",
"stupid").

Thesis 2: We are becoming absent-minded

As one of the specific problems of the information age,
the increase of Attention Deficit Disorder (ADD) has
been reported; ADD manifests itself as a lack/loss of the
ability to keep concentration on any specific thing for
more than a few moments. ADD has been called "the
brain syndrome of the information age", and there are
claims that we may be on the verge of an ADD epidemic
(Shenk 1997 36). For example, Kearney reports that
since the appearance of multi-channel press-button
television "less than 50 per cent of American children
under the age of 15 have ever watched a single
programme from start to finish” (Kearney 1994: 1). And
the Internet’s hypertext style of organising and
approaching information seems to be the right thing to
make the situation worse. Among the participants of our
survey, 88 per cent notice the symptoms of ADD in their
environment, and 16 per cent of them claim to feel this
problem personally. Therefore, it seems that we have
already crossed over the "verge" of the ADD epidemic,
although we may well be too absent-minded to notice it.

Thesis 3: Information industry does not promote
understanding

On the basis of the amount of news we are offered by the
information industry, one could think that people today
are well informed about the relevant local and global
events. Indeed, more than half a century ago, it was
announced that television would provide ‘“truer
perception of the meaning of current events, and a
broader understanding of the needs and aspirations of our
fellow human beings". However, television has been
used mainly for "promoting voracious consumerism,
political apathy, and social isolation" (Shenk 1997: 60).
Furthermore, classical news reporting has been replaced
by news making: attractiveness of an event became more
important than its real relevance, and also more
important than its objective presentation. The history of
television offers a good example of the discrepancy
between the opportunities created by the technology, and
the ways these opportunities are being used. There are
claims that the Internet (in many aspects) follows the
way of television. Consequently, despite the huge
advances of  information technology, the present
“citizenry" is "no more interested or capable of
supporting a healthy representative democracy than it
was fifty years ago, and may well be less capable"
(Shenk, 1997).

Thesis 4: Privacy has been lost

One of the outstanding problems brought about by
information industry concerns the loss of privacy. There
are specialised companies which collect all available data
(primarily those connected with the use of credit cards)
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about individuals. On the basis of these data they form a
"consumer profile" for each individual, as well as for the
specific "consumer groups". The Internet created new
possibilities for data collection; for example, there are
profile-making companies which copy and elaborate
every message posted onto any of the Usenet groups, and
on the basis of the content of these messages, they form
consumer profiles of their authors. With such consumer
profiles, marketing companies can directly (and often
aggressively) "target" possible consumers (individuals
and groups), with offers shaped in accordance with their
consumer profiles. Such profiles are (allegedly) used
only for marketing purposes, but the same or similar
profiles can be used in political or personal fight of any
sort against anybody. It means that by the unlimited data
collecting, information industry threatens our privacy,
and with this violates one of our basic human rights.

Thesis 5: Humans reduced themselves to
machine-friendly beings

"Intelligent computers will design others, and they’ll get
to be smarter and smarter”, says E. Fredkin from the MIT
Al Laboratory. With a progressive increase of computer
intelligence, it becomes difficult to imagine how "a
machine that’s millions of times smarter than the
smartest person” could still be "our slave, doing what we
want". Hence, the most we could hope for the future is
that such machines "may condescend to talk to us", or
perhaps that "they might keep us as pets" (Copeland
1993: 1). We consider Fredkin’s prophecy a free play
with words rather than a grounded prediction (or a
plausible speculation) based on the present state of the art
in Computer Science. However, the question of "slavery"
does deserve attention, not because machines could
become "millions of times smarter" than humans (and by
this, our masters), but because they already are millions
of times faster and more productive than humans. Hence,
unless we find a way to limit the current absolute
dominance of information industry, we could gradually
slide away into a new slavery under the rather dull but
omnipotent and omnipresent master we ourselves
created.

Thesis 6: We are entrapped in upgrading

Our life-space is getting more and more complex, so that
each of us is able to operate a lesser and lesser part of it,
let alone to understand the ways it functions "under the
surface". Ceaseless "upgrading” of software products
overloads these products with "capacities" that hardly
anybody needs, but which render the process of learning
and using a product more demanding. (Upgrading
proliferates because it is profitable for the information
industry.) A large part of people do not feel able (or do
not want) to cope with a highly technologized and
permanently changing environment. There are social
movements which advocate a simpler style of life (Elgin
1993). However, in the present technologized life-space,
to be able to "function" at all, one is compelled to be
compatible with the global system (upgraded, of course).
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Hence, it is not possible to practise a "simple life"
without excluding oneself from the production and social
system. And the vast majority of people cannot afford it;
therefore, we should consider ourselves captives of the
ceaselessly "upgrading" technological world.

Thesis 7: Technology is the most sublime fruit of human
creative mind

Technology emerged from human needs, as well as from
authentic human creativity. On the other hand,
technology itself (as a means) opens immense new
opportunities for expressing human creativity. However,
technology deserves to be considered not only a powerful
means but also the supreme end itself, because
technology embodies the highest level of harmony and
beauty that humans ever created or encountered. If
humans cannot live without a "commitment" to some
supreme entity/value (a "god") then technology should be
considered an entity worth of such a radical commitment
and adoration.

Thesis 8: By means of technology humans touch the
eternity

A human is only superficially a "reasoning animal"; but
in essence, a human is desiring, suffering, death-
conscious and hence, a time-conscious creature (Fraser
1981, 1987). Technology offers humans "more time",
because it radically shortens the time needed to produce
an object or to create a certain situation. However, what
humans long for is not simply "more time" but a way out
of time! People try to reach timeless existence by means
of various "opiates" which create the state of ecstasy in
which the feeling of time disappears. Some of the best
known kinds of ecstasies are: ecstasy of dance (caused by
the steady rhythmic music and motion), ecstasy of the
sacred (caused by the feeling of the presence of the
sacred), ecstasy of the mushroom (caused by means of
drugs). The information industry brought about a new
kind of ecstasy: the ecstasy of the immediate. Products of
this industry (films, computer games, interactive
interfaces of various kinds) keep us permanently engaged
with the timeless present, and in that way they "raise us
above time". Therefore, the products of information
industry could be said to have a strong opiatic dimension.

Thesis 9: Technology shall make us artists

A human must become an artist who freely shapes his or
her arbitrary existence in an absurd world into a work of
art. To become such artists, humans must free
themselves of all the traditional bounds, and follow only
their authentic creative imagination. Values and truth are
not something fixed and lasting; they are to be created
ever and ever again in an infinite process of human
active self-determination. Imagination is the only power
by which humans can and must create their own world of
values and truths, and in that way experience and express
an endless multiplicity of their capacities. Technology is
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only a means for the aesthetic existence; but it is an
excellent means which opens to humans almost limitless
opportunities to transform their lives and the world itself
in an aesthetic phenomenon, and with that render them
enjoyable, despite all the miseries which are inherent to
life and to the world.

Thesis 10: Moral sensibility must transcend the empty
surface play

We live in an empire of mindless light and noise in
which the present surface play permanently occupies all
our attention. Such flattening and shrinking of -human
experience threatens the very basis of civilisation which
springs from the authentic human desire to understand
and to communicate the /lasting Truth, Beauty, and
Goodness out of the superficial and transient phenomena.
The present situation can be improved only by promoting
the moral sensibility. We must (re)discover that beyond
play of images, there are real human beings who sutfer
and struggle, hope and despair, live and die. The
wakening of moral feelings, even if of no direct use to
those towards whom they are directed, would be an
essential step towards a new consciousness which would
exceed the empty surface play and the arbitrary
"commitments" to various "opiates".

Thesis 11: Technology does not eliminate destructive
inclinations; but it renders them more perilous

Science and technology are not dogmatic. Every
scientific theory is open to criticism and refutation, and
every technological product is of a temporary value.
Hence, it could have been expected that science and
technology should have a radically different impact to
the global human society than traditional religions and
ideologies often had. However, the modesty of the spirit
of science and technology has nof made the life in
modern age less violent and destructive than it was in the
previous ages; on the contrary, the twentieth century has
been considered the most violent period in human
history. The reason for this lies in the fact that the
inclination towards creation and the inclination towards
destruction are equally authentic and equally powerful
human features. Hence, science and technology cannot
deliver humanity from the destructive behaviour (of
various ‘scales); on the other hand, they make the
destructive human inclinations more and more perilous.

Thesis 12: Information technology promotes a global
human solidarity

Intensive use of information technology in professional
work, as well as in private life, makes people all over the
world spend an increasing amount of time in essentially
the same environment, thinking and acting in the similar
way (determined by the specific tool they use),
independently of the differences between the specific
cultures to which they belong. In this way, information
technology promotes a homogenisation of the space of
human thought and behaviour. The homogenisation is
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especially intensified by the appearance of the Internet,
which introduced direct links and direct communication
between people all over the world. With global
homogenisation, specific traditions and ideologies (each
usually hostile toward the others) gradually lose their
dominance over the individuals that belong to these
social traditions, so that people all around the world are
getting ever more similar and psychologically closer to
each other. Consequently, we can expect that the range
of human solidarity - traditionally limited to the members
of the own social group - will constantly grow and will
embrace the whole humanity. Indeed, information
technology raises and promotes a new humanity, freed
from the hostilities and destructiveness that dominated
human history.

3 Conclusion

Technological age opened an immense new space of
possibilities for human self-understanding and self-
realisation. In the age of technology humans have ceased
to be merely powerless dreamers of the transcendental
worlds, and became literally creators of their own (and
only) world. Hence, it has become more important than
ever to evaluate the good and bad sides of the world we
create, as well as of the worlds we destroy. Modern
information technology seems to be the most complex
and the most impressive creation in human history. It
delivers humans from many constraints, but at the same
time it tends to enslave them into its own desensitised
world of empty light and noise. Our future research will
include an extensive public discussion about the theses
we put forward in the present paper. However, it is
difficult to promote a critical and coherent discussion
about the life-space dominated and shaped by
information industry, because to reach public attention in
the present condition, one is compelled to use the same
means and methods one is trying to criticise, which puts
such a critic into a paradoxical position.
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After some years of uncertainty, confusion and high expectations the Web is slowly becoming a real
alternative to the conventional media. Within this framework, the measurement of the Web activities is
an extremely important, although difficult task. However, the overall technological trends offer a
radical solution (e.g. Pc-meter) to the problem of the global standardized meter. Even more, it seems
that the globalisation of the content also follows the path of the globalized measurements.

1 Introduction

The Web emerged rapidly as a new media, in only few
years. However, despite its extreme public attention, the
actual Web media consumption is still relatively small.
Average daily-spent amount of time on the Web
(calculated on the total population) is still measured in
minutes, while classic media (i.e. TV, radio) can be
measured in hours.

As for Fall 2000, in Slovenia the average daily Internet
media consumption (including the non-users) is only 3
minutes (RIS, 2000). On the other hand, the TV is
watched around two hours, and radio is listened over
three hours daily. Of course, the numbers for Slovenian
Web consumption are relatively low, particularly because
in year 2000 only one third of the time Slovenians spent
on the Web was located at Slovenian sites. However
even in the US the average daily consumption on the
Web stands around 16 minutes (9 minutes for home
usage and 7 for business usage). Here, again, we
calculate this approximation as the average across the
active population (Nielsen Net-Ratings, 2000).

Accordingly, the advertising expenditures already
allocate few percents of their budgets to the Web. Of
course, this is the case only in the most developed
countries, whereas in small markets (i.e. Slovenia) this
share is about ten times smaller. Nevertheless, the
advertising budgets closely follow the increased Web
usage, so huge growth in Web advertising is expected in
next years. This is the case also for the countries such as
Czech and Slovenia, where the Web advertising is
rapidly growing, not to mention the US where the
projections estimate that in few years the percentage of
advertising budgets allocated to the Web will surpass
10% of all advertising expenditures (IAB, 2000).

Simultaneously, the need for specific Web measurements
also constantly increases. It is an extremely convenient
fact that the Web itself offers very effective way of
measuring users’ activities. As Internet usage is basically
one-person-to-one-device activity it is in principle
possible to automatically track very detailed activities.
Today, we can thus observe trends of globalisation and
centralization in Web activities’ measurements. With so-
called PC-meter or Net-Meter we are basically ending up
with only few players (i.e. MediaMatrix, Nielsen
NetRatings, NetValue) that can maintain global panels of
the Internet users who accepted the installation of the
measurement software into their PC. In year 2000, the
largest players already claim that with samples of
standardized national PC-panels they already cover more
than 80% of Web users in the world.

Of course, the global PC-meter-based measurement has
also many weaknesses. The most problematic is the low
resolution for smaller sites, which can hardly get enough
traffic on top level (introduction pages), while it is
practically impossible to estimate the number of users on
subsidiary pages within any level of rational costs.
Another disadvantage stems from difficulties with
business usage, due to number of restrictions companies
impose to such measurement, what resuits in low
coverage. In addition, the response rates tend to be small
in these types of survey panels.

Despite high costs for software solutions and expensive
methodological developments, further expansion of these
measurements is expected. In the near future there will
be thus a possibility to observe, moment by moment, the
representative picture of Web activities of the total world
population active on the Web. Of course, we can also
expect the extension and unification of these
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measurements to other devices than PC (e.g. TV,
mobile).

Despite these global trends, the Web measurement in
small audiences, either geographical limited local
communities or language specific populations, is still
problematic. It seems that, here, the measurements will
remain local also for next few years, as the revenues
from such measurement cannot cover the costs of
maintaining the appropriate panels. The main problem in
this aspect is the fact that, as opposed to TV, radio or
printed media, Web is much more diversified with
thousands of Web locations. Accordingly, we need much
larger samples to capture these activities and
consequently the corresponding costs are relatively large.

2 Measuring the Web in Slovenia

As for now, the global companies are not yet interested
in performing measurements for small audiences,
because there is a clear lack of the critical mass to enable
profitability of these business activities. There are, of
course, also other reasons for a relatively low priority
Slovenia has in the future plans of MediaMetrix and
Nielsen NetRatings, because Ireland and Singapore are
already included, despite their relatively smallness.

However, besides global on-line PC-meters applied to
the sample panels of Web users, the Web measurement
can be performed also in other directions. As for now, in
Slovenia we collect the data from the three sources
presented in next subsections.

Recall survey measurements: user-centric approach

With user-centric approach we survey the Internet users
as opposed to other approaches (log analysis) where units
of measurement are basically the requests on servers. In
the absence of the panel with the PC-installed programs
(which also belongs to wuser-centric type of
measurements), we can roughly estimate the monthly
visits with recall techniques in telephone surveys. Such a
data arise from a monthly RIS (Research on Internet in
Slovenia) telephone survey where certain pages are asked
to be evaluated by respondents. Of course, there do exist

methodological problems with this methodology,
however, the information is generally stable and
consistent.

We should stress that the monthly reach of AltaVista and
Yahoo still dominates among Slovenian users, with
around 150,000 persons visiting them on a monthly
basis. However the gap to Slovenian sites is rapidly
narrowing each year.

Table 3 presents the list of top Web sites from the
beginning of the year 2000. We should recall that there
were around 280,000 users at that time.
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Site Reach
Matkurja.com 90,000
Tis.telekom.si 70,000
Arnes.si 65,000
Mobitel.si 50,000
Siol.net 50,000

Table 1: Monthly audience for top five domestic Web
sites in Slovenia 2000/1

By the end of the year 2000 the above figures generally
increased by 30-40%.

Log analysis - server analysis: Web-centric approach

Different results were obtained from the log analysis.
The log file is a tracking that is recorded with every visit
at certain Web site. The log files have been analysed
within RIS project for 40 most visited sites in Slovenia at
the beginning of the 2000. There does exist a complex
methodological environment for understanding these
results, as the standard results of Webtrends analysis
gave different figures for a monthly number of user
sessions.

We should keep in mind that each user could, of course,
produce several sessions within a day or a month. A
session is defined as a visit to a Web site by a single
visitor, which is performed without a certain break
(usually 30 minutes). Of course, this type of
measurement is extremely vulnerable towards faking,
specific technological settings at the server, and also to
the patterns of visitation that is exhibited by the visitors.
Certain sites have a lot of daily visitors, while other have
majority of monthly visitors.

Site Sessions
Siol 398,285
Slowwwenia 278,545
Mobitel 197,170
Armnes 167,623

Table 2: Top five sites according to monthly numbers of
users session in Slovenia 2000/1

It is thus not surprising that another statistics, number of
hosts, gave rather different results. The host is a device,
usually the PC, with a specific 1P number. The IP
number thus tells from which computer the access was
performed. The picture of top sites in this aspect is rather
different:
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Site Distinct IP
CVlI-sigov 28,794
Arnes 27,344
Tis.telekom.si 21,532
RCUM 21,098
Siol 13,243

Table 3: Top sites according to monthly number of
distinct [Ps in Slovenia 2000/1

Obviously, there exist certain ambiguities about these
numbers too, however, it is very useful to expose them in
a comparative manner.,

The differences in measuring 1P numbers as opposed to
sessions well illustrates the problems of log analysis and
the ambiguity when these data are used as a measure. On
the other hand the gap compared to the telephone results
reveal additional discrepancies, although the correlation
was found to be high (R=0.8) between the IP measures
and telephone results.

The difference between users centric and server centric
statistics are common also with PC-meter technology
approach. A well-known reconciliation study (MacEvoy,
Kalyanam, 2000) reveals that the two types of data
coincide only in the ranking of the first three sites, while
with others considerable differences appear. Numerous
methodological problems contribute to this gap and, of
course, we will not address them here, but only repeat the
general caution towards the usage of any type of this
data.

We can thus conclude that, as for now, serious
methodological problems exist in the field of measuring
Web activities. However, the intensive work may soon
remove the basic obstacles in this methodology, since it
is only few years old and is thus lacking both, the
experience and the research.

Ad-server analysis: ad-server centric approach

The measurement that is located at the server where the -

advertisements are lunched is technologically much more
precise than the previous demonstrated standardized log
analysis. Here, the organization that buy certain
advertising space at the publisher Web sites pushes the
advertisement to the users, so they have a centralized
opportunity to measure the visits in an interactive and
standardised way. However, this statistics still suffers
from all deficiencies of log analysis. In addition, this
approach is limited only to the pages that are included in
a certain syndicated Web advertising pool.
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3 Conclusion

At the beginning of the millennium we can observe the
Web activities’ measurements being in a sharp transition
towards a global measurement. Of course, it will take
few more years until the standards will be widely
accepted. In addition to this global statistics, there will
perhaps remain a certain space also for areas, where the
global measurements cannot be performed. This is
somehow similar to the TV audience measurement or
radio measurement for small areas with few hundreds of
thousands consumers, where the national-oriented
surveys cannot provide representative data. Therefore,
alternative and local surveys will be still preformed to
provide the necessary data.

Today, the global (PC-meter based) measurements of
Web activities already cover a large majority of World
Web users and we can expect that the coverage will
further increase. It is thus already possible almost
instantly to measure certain significant global reaction to
specific news, events or new sites that appeared on the
Web. Such a high coverage of centralized global
measurement is unique to the Web and cannot be
compared to any other media.

However, we should add that it is not only the
measurement that is becoming much more global with
the Web than with any other media. It is also the content
that is much more global with the Web than with other
media too. Even a brief look at the top ranked sites
(Nielsen Netratings, 2000) suffices to confirm that
almost in all countries we find Yahoo, AltaVista, Excite,
Microsoft, and MSN among the top five or top ten sites.
Similarly, the Amazon.com is appearing among top
shopping sites all over the world. It is not surprising that
it is also the top-shopping site for Slovenian users. Such
a globalisation is not at all the case with any other media
(i.e. TV, radio, newspapers, magazines).

The Web content is thus becoming also extremely
centralized. Of course, on the other hand, a massive
stream of specific sites with narrow audience appears,
too. However, the software, investment and promotion
needed to establish and maintain a highly-visited Web
site demand extreme resources, so we can expect that
only the largest players will be able to keep the race of
offering best information, technology, design and
promotion. In a certain aspect we could even say that the
global measurement itself also promote the globalisation
of the content, as only the sites that appear in global top
rankings can receive larger stream of advertisements
what enables their further development and promotion.

In this aspect things are changing very rapidly. Only two
years ago, when preparing a chapter for the monograph
Cyber-imperialism (Ebo, 2000) we projected that the
global English-language based sites will keep the lead
also in small countries. At that time the visitation of
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Slovenian Web sites was way behind the English-
language well-known Web sites (e.g. Yahoo, Altavista).
It thus seemed that Slovenian companies would have to
locate and pay the advertisement at these foreign Web
sites to target the Slovenian consumers. Eventually, that
did not happen. There were no Slovenian advertisements
on Yahoo or AltaVista yet. This was partially due to the
fact that these sites were loosing their advantage as more
and more Slovenian users without English knowledge
appeared, but also due to the increased Slovenian
content. The cheaper home-based advertising and the
lack of competent comparison also strongly contributed
to this fact.

Instead, however, the beginning of another much more
radical trend can be observed. It seems that in near future
the global companies will — directly or indirectly —
perform not only the advertising but all Web-related
operations: measuring the Web site visits, distributing the
global and local (e.g. Slovenian) Web advertisement, and
at the final stage they will also purchase all the worthy
top Slovenian Web sites.

Thus, the trends in technology and the very nature of the
Web strongly stimulate the globalisation of the industries
linked to the Web, being it the advertising, the
measurement or the content. It seems, however, that the
measurement is the first activity that will become
completely globalized. Of course, with globalisation, we
mean both, the covering of the whole world Web

V. Vehovar et al.

population as well as a uniform methodology that
provides an instant global insight. However, the
globalisation also means that only few private but global
companies will own this whole of this specific industry.
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Through the digitalisation of telecommunication (TK) systems the radio broadcasting network is also
becoming a part of a unified - global telecommunication infrastructure. The new systems are related to
new services and to specific technical characteristics of digital networks. The latter shall stem in the
users needs of applications and services. The digital broadcasting system will make it possible to
transmit not only the traditional radio-television but also multimedia contents, while the introduction of
inter-activity will provide the access to the Internet. Consequently it follows from the above that a co-
ordinated, economic and efficient construction and utilisation of public telecommunication systems shall
be ensured (RTV, railways, electric power management, etc.), naturally considering potential spatial

impacts.

1 Introduction

The digitalisation of broadcasting systems represents an
important turning point not only in the development of
what broadcasting has to offer, but also in the sense of a
technological association with alternative
telecommunication systems. In the area of production the
digital  radio-television  will  encounter  major
modifications, as in addition to classical audio-visual
subjects others - so-called multimedia oriented services -
will appear, which will also include PAD (Programme
Associated Data). On the other hand the broadcasting
radio-television systems are also becoming interesting
for the distribution of different telecommunication
services.

The last decade gave rise to several proposals of the
telecommunication infrastructure development strategy.
Thus in the HONET project, produced in the
environment of the then ISKRA, it is possible to trace the
networks which are supposed to form the future
information telecommunication infrastructure. These are
the following networks:

o Telekom
Railways
Electric Power Management of Slovenia
RTV microwave links
Cable television
Special systems (fire service, emergency, taxi...)
Ministry of Internal Affairs
MORS (Ministry of Defence)
Satellites
GPS

In September 1992 the ruling government requested the
co-ordination of HONET project with the “Public
Administration” project, yet to no avail. As a result the
Ministry of Traffic and Communications formed a
committee  to  further the  development of
telecommunications project, named MITIS. The project
dealt with 10 networks (then PTT, Railway, Electric
Power Management, RTV, academic sphere, banks,
tourism,  state  administration, and  industry).
Unfortunately MITIS was neither comprehensively dealt
with nor adopted. It was commented on by the Chamber
of Commerce of Slovenia and by the General
Association of Electric Industry, and they proposed the
establishment of a National Telecommunication Council,
which was regrettably not appointed. In its documents
MITIS also identified the third generation of
telecommunication services, dealing with digital systems
which  will serve as a basis for the new
telecommunications infrastructure.

Today it is only sensible to talk about the development of
digital systems. In the above-mentioned studies on the
telecommunications networks development there are
quite a few so-called backbone networks. Here 1 have in
mind the network of the Telecom, Slovene Railways
Management, Slovene Electric Power Management, and
microwave links of RTV Slovenia. Other networks
provide communication to the final user (Telekom, Cable
TV, RTV secondary network). Backbone networks have
a common feature - they were built for the needs of the
above-mentioned large companies. In the case of the
Railways Management network we are dealing with
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private telephone networks, a wide area network (WAN)
and transfer of technical information (signals related to
the status in railway traffic), with Electric Power
Management - ELES we are mostly dealing with the
development of the technical information system and a
few other applications, while with RTVS links we are
dealing with the primary distribution of RTV
programmes and feeding the secondary network, which
transmits the signal to the final user. With the
development of technology all the above-mentioned
networks were digitised. While in the case of Railway
Management and Electric Power Management the
utilisation of optical fibres, with RTVS the introduction
of digital microwave links prevailed. All three may be
attributed the following features:

1. Through digitalisation the networks became usable
practically for the entire range of telecommunication
services.

2. Through the introduction of optical fibres the
capacity of the said networks enormously increased
and - in spite of the increased needs to transfer
information as a result of introduction of new
applications - it offers a sufficient amount of free
transfer capacities. A similar statement also applies
to the introduction of digital link systems of RTVS,
only that there are less free capacities (while it
requires a rather high quality of digital audio-visual
signals at the primary distribution level)

The networks may also be designed from bottom to top,
i.e. in view of future telecommunication services. In such
case it is sensible to contemplate the above-mentioned
networks, with the access to the final user: Telekom
(fixed and mobile networks), cable TV network, RTV
(earth and satellite) network. In the research project of
the Urban Planning Institute of the Republic of Slovenia,
entitled Telecommunications System and lts Impact on
Spatial Development (A. Gulic, S. Praper) one can detect
the following statement: “The designs of network
operators shall stem from the users needs of applications
and services, as the latter are the end product, the
commodity which the users are willing to pay for. As with
any product the quality and price are important here.
Once the progress of technology conditioned the
development of telecommunications systems and
services, while nowadays technology is at hand. It will
only be used if the user applications are clearly defined
and the investments are economically based.”

The services and applications shall therefore serve as a
basis of contemplation of new telecommunications
systems. In the following we can divide the treated
networks into:

e Physical (wire line and optical)

e Wireless
The Telekom network and cable TV network belong to
the first category. Either the Telekom network or the
cable TV network are no longer limited to the traditional
telephone and television services. The digitalisation of
these networks made also possible the transmitting of
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wideband services through the Telekom system, among
which television is the most characteristic representative,
as well as the Internet services. Similar conditions prevail
with cable distribution systems (200.000 connections in
the Republic of Slovenia), which are becoming universal
and two-way (interactive) through digitalisation.

In the wireless networks system the most important are
the system of digital broadcasting and the system of third
generation mobile telephony (UMTS - Universal Mobile
Telecommunications Systems). The transmission systems
of digital broadcasting can be divided into satellite
DVB'-S, S-DAB? and terrestrial DVB-T and T-DAB.
From the point of view of coverage the satellite systems
are representatives of global telecommunications
systems, while the earth systems may be divided into
national and local - regional. The latter are closely
related to the space. With data transmission through
wireless systems we can not talk about routes - moreover
- the density of the number of telecommunications
connections does not depend on the telecommunications
infrastructure, while it heavily depends on the quality of
the wireless signal in space. The designing of wireless
communications systems is therefore to a large extent
related to spatial planning of the areas of coverage,
considering potential spatial impacts.

Let us confine ourselves to the representatives of earth
digital networks T-DAB, DVB-T and UMTS only.
Through the development of digitalisation of
broadcasting networks a tendency has arisen towards the
transmission of additional services. One can trace the
first essays of the type in the respective hybrid analogue-
digital RDS (Radio Data System) system, in which the
system capacity was too small (about 1 Kbit/s) for any
major application. In the subsequent DAB system, which
is digital and incompatible with the existing FM/RDS
systems, it is possible to transmit much more data
(2Mbit/s). With the arrival of the DAB system it became
obvious that the traditional role of radio-television
companies had changed. As we are dealing with systems
which enable transmission of any telecommunication
service, it has become clear that new rules of the game
will have to be applied on this market. The need for a
new regulation also originates in the fact that the future
space in digital multiplexes will be shared by several
mutually different radio-television programmes.

2 Digital Radio

Here we are talking about the issue of a balanced offer of
various programme types (formats) of radio programmes
within a single DAB multiplex, about the area of
coverage with a digital radio signal, which will
henceforth be equal for all multiplex members, and not
last about the ratio of the bits intended for radio
programmes and other bits for the so-called NON PAD

! DVB=Digital Vidco Broadcasting
? DAB=Digital Audio Broadcasting
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(services not related to radio programmes). From the
above one can draw a clear statement that a new deal has
been established in the field of digital radio broadcasting,
i.e. the distribution of roles to the so-called content
providers, multiplex providers, and network operators.

We can say that the DAB systems development in
Europe is coming to a crisis, as the initial interest of the
providers of additional telecommunications services has
substantially dropped along with the occurrence of digital
television. In this way the tension and rivalry among
radio companies and prospective new media subjects has
decreased, and on the other hand has caused a slow-down
implementation of digital radio networks. This is
problematic, as the condition of establishment of a new
digital network, considering the utilisation of new
technology and related new services and users needs of
those, has not been fulfilled. It has turned out that the
users do not see additional value in a little better quality
of radio sound and in improved conditions of reception in
moving vehicles, while there is practically no new
programme contents, With the problem of an insufficient
available radio frequency space, which does not suffice
for the distribution of all existing radio programmes,
along with additional new programmes, and fresh
telecommunications  services, the story of the
introduction of DAB systems gets in a blind alley. It is a
well-known case that in Sweden they use DAB
technology for the transmission of video pages in trains
of Swedish railways.

For the time being in Slovenia the situation in the field of
DAB network is at the designing stage. The analysis of
the existing analogue network shows a rather unbalanced
radio offer. This applies as much to the variety of
programmes, as to the density of regional radio networks,
which are difficult to spatially identify from the
standpoint of statistic regions. An impression remains
that the existing FM radio broadcasting networks create
their own regional image, which is more or less the result
of individual local conditions and ambitions of local
radio stations.

ODolenjska

B Gorenjska

O Notranjsko-kraska
OGorigka

W Koroska

D Obalno-kradka

B2 Savinjska

O Osrednje slovenska
W Zasavska

B Podravska
OPomurska

O Sp. Posavska

Number

Region
Remark: some stations are active in more than one region

Chart: Spatial distribution of local FM-radio stations.

In designing T-DAB networks we encounter some issues
which relate to the problems of programmes, contents
and coverage areas. A programme strategy should
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provide the answer to the question of what the offer of
radio programmes will be like; whether in the new
system there will be made up of all the currently
operating radio stations, with the same programme which
is on the FM network, or some capacity will also be
dedicated to the new - multimedia radio programmes,
which will provide fresh contents, enriched with added
PAD (Programme Associated Data).

On the other hand it is suitable to ask what will be the
relation between radio and other telecommunications
services in DAB system. As an example let me quote
English recommendations, which dedicate only 64 Kbit/s
to the other telecommunications services.

Not of least importance is the spatial view of new
networks. Considering that the same coverage area will
henceforward be shared by at least 6 radio stations,
which may currently have different areas of coverage by
FM radio signal, it will be necessary to establish spatial
strategy of T-DAB networks. This may either relate to
the system of statistical regions or may create its own
spatial pattern.

Slovenia has already made a few steps in the direction of
T-DAB network development. A set of rules has been
under preparation which is to solve the newly incurred
conditions in the digital radio broadcasting market, and
frequency blocks for the transmission of T-DAB signals
have been co-ordinated. The spatial distribution and
capacity of frequency allotments for T-DAB itself is not
optimal, as it does not meet the current density of
existing radio stations or spatial characteristics of the
current distribution, nor any other potential strategy of
spatial development of Slovenia.

The problem is even larger as a new mobile telephony
system of the third generation - UMTS is on the horizon,
which will enable rather high speeds of data transmission
(384 Kbit/s in a moving vehicle and 2 Mbit/s when
stationary). This system competes for the same frequency
ranges as T-DAB (1.5 GHz), while in addition to
telephone services it is also capable of providing other
services.

3 Digital Television

As already mentioned DVB-T system offers even larger
capacities. As applicable to all digital systems, DVB-T"is
also much more than television. In a single TV channel
(8 MHz wide) it will be possible to transmit the
following contents:

e 4 to 5 standard (4:3 format) television
programmes or
e 2 to 3 improved (16:9 format) television

programmes or
1 high definition television programme or

s combination of television, telecommunication,
and data services
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Naturally all the above contents are multiplexed in a
single DVB-T channel. The real future of digital
television is most probably in the so-called Multimedia
Home Platform, which represents a giant leap in the
development of telecommunication markets: from the
present closed into the open - horizontal markets. MHP is
the new, inter-active standard, which connects different
services to the convergence of radio-broadcast,
telecommunication and computer networks. MHP
provides the universal Application Programming
Interface, open and accessible in set top boxes, integrated
digital TV sets, as well as in multimedia personal
computers (MPC). MHP will enable the transmission of
standard TV programmes, enhanced definition television
programmes (EDTV), inter-active television and Internet
contents, including the possibility of access to the world
wide web, e-mail, e-commerce and the other Internet
applications through the uniform APl. The uniform
standard will equalize the minor and major providers of
services, lower equipment production costs (larger
quantities and less varied articles) and consequently the
prices, and therefore increase the selection of services
and applications. In the beginning of 2000 the MHP
standard was adopted by DVB, while the start of regular
production of integrated digital TV sets has been
scheduled for 2001.

The design of digital TV network DVB-T is similar to
that described with digital radio T-DAB. Important here
is the spatial aspect and the decision on the contents of
the digital multiplex which - in relation to the digital
radio network - are much larger. There are more
promising  possibilities of  introducing  new
telecommunication services and applications, while it is
also necessary to design the transition of the existing
analogue TV programmes into the digital network. It is
also possible to conceive the DVB-T system for the
mobile reception of signals, which reflects in certain
decrease of capacity of DVB-T multiplex.

4 Conclusions

It seems that - in spite of the increasing awareness of the
convergence of the telecommunications market and the
model of global information infrastructure (GII) - digital
broadcasting still does not enjoy enough attention. In the
planning documents of the Ministry of Environment and
Space it is possible to trace the development charts of the
Telekom network, ELES (Electric Power Management)
network, and Railways network, while the broadcasting
network is missing, although - from the point of view of
the prospective telecommunication services and
applications - it represents an equal part of the so-called
Slovene Information Infrastructure. In the long-term plan
of the Republic of Slovenia for the period from 1986-
2000, amended in 1999, there are only the concepts of
the analogue TV network for the minority programmes,
TV networks (programmes 1 and 2 of TVSLO), and FM
of radio network (programmes 1,2 and 3 of RA SLO)
from 1984. The conditions in the field of broadcasting
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have drastically changed in the last decade. The offer of
programmes has broadened in the form of commercial
radio and television stations, while the broadcasting
networks are becoming a section of the Slovene
telecommunication infrastructure through digitalisation.
The telecommunications system undoubtedly influences
the spatial development, while we can claim even more
firmly that the telecommunications system - particularly
the wireless part - is conditioned by space. In the studies
on the telecommunications system and their impact on
spatial development (6) it is possible to encounter
emerging and important mode of access to the Internet
and the world wide web - i.e. through TV sets. It is
obviously more and more clear that the digital television
and radio network will become increasingly important
pillars of the future information infrastructure. URST
(Administration of the Republic of Slovenia for
Telecommunications) has outlined a plan of introduction
of DVB-T in Slovenia by designing: a national SFN
(Single Frequency Network) of DVB-T to cover at least
95% of population, three national networks, built on a
combination of MFN (Multi Frequency Network) and
SFN (Single Frequency Network), two MFN or SFN
networks for regional programmes, and a few local
transmitters. This principal orientation shall be followed
by the principal strategy of the introduction of digital
radio broadcasting in Slovenia. In its evaluations the
Broadcasting Council, authorised for the treatment of
principles of distribution of broadcasting frequency
spectrum states that the law does not stipulate which
body is competent for the preparation and the adoption of
the principles of frequency channel assignment. As a
result the Council has appointed a special expert project
team, and - based on the proposal of this team, in co-
operation with RTV organisations - has adopted the
“Principles of the allotment of radio broadcasting
frequency spectrum and assignment of radio
broadcasting channels®. In addition to the “local non-
commercial programmes®, defined by law, the Council
also introduced regional (non)commercial programmes.
But, considering the fact that the legislation does not
identify the areas or regions, the Council took the
number of population, covered by a signal as a criterion
for regional programmes (10% of population of the
Republic of Slovenia). This criterion can also be
encountered in the draft Media Act, in the section dealing
with local RTV programmes. In addition to the local
programmes regional RTV programmes are also
mentioned there, intended for the population of an area
(region, town), with more than 10% and no more than
50% of the population of the Republic of Slovenia.

The lack of a transparent development strategy of the
digital radio and television, not only in the sense of space
but also in the sense of programme and services is
probably a result of the fact that the development of radio
and television has come to a turning point, as on one
hand the role of RTV organisations is changing as a
consequence of the new distribution on the digital radio
broadcasting market (providers of contents, multiplexes
and networks), and on the other hand due to the
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indisputable fact that the national RTV has got
competitive commercial RTV organisations, with which
it will have to share the space in digital multiplexes in the
future. Hereby one shall not neglect the fact that along
with the above an interest also arises in the distribution
of additional - non broadcasting services and
applications.
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An overview of some internet-related computer applications which were used in several art presentations
and art installations on the Internet is given. The technical solutions range from the design of typical
hypertext contents combining text and images, creation of virtual environments, sending of life video
images over the Internet and controlling remote robotic devices over the Internet. These technical solutions
were successfully used for presentations of classical fine arts on the Internet as well as for creation of

contemporary art installations.

1 Introduction

Already in the spring of 1995 we presented on the Internet
the Slovenian Virtual Gallery which was a typical first gen-
eration web multimedia presentation of Slovenian fine art
consisting of an interconnected set of texts, images, and
video clips. Beside following the interconnecting links,
an alternative way of exploring the pictorial information in
this multimedia data set was by “walking” through a virtual
gallery space.

This multimedia concept which we present in Section 2,
in combination with our module for real-time video obser-
vation over the Internet (Section 3), was later used by the
video artist Sreco Dragan for several of his art-Internet in-
stallations described in Section 4. By adding the possibility
to get real-time video from any physical point, which can
be connected to the Internet, one can effectively blend ac-
tual and virtual spaces.

2 Slovenian Virtual Gallery

The Slovenian Virtual Gallery (SVG) was developed in the
first half of 1995 by senior students of computer and infor-
mation science Andrej Lapajne, Bor Prihavec, Ziga Kran-
jec and Aleksandar Ruben as a project in the framework
of a course taught by the author. The goal of the project
was to present Slovenian fine-art on the internet [8, 13].
In cooperation with distinguished slovenian art-historians!
we prepared an overview of Slovenian art from the gothic
period up to the present day?. SVG consists of three main

'Dr. Samo Stefanac (gothic period), dr. Tomislav Vignjevié (renes-
sance), Matej Klemenci¢ (baroque), dr. Barbara Jaki (19th century), mag.
Igor Zabel (20th century)

28pela Zorti¢ helped with the graphical design of the SVG web site.

parts (Fig. 1(a)):

1. Overviews of the main art historical periods which
contain biographies of authors, each with an iconized
index of their works (Fig. 1(b)). Icons can be blown
up to the screen size (Fig. 1(c)).

2. Permanent collections and current exhibitions in se-
lected Slovenian art galleries.

3. A 3D virtual gallery where the viewer can move
through a virtual three-dimensional architecture and
view the paintings hung on the walls (Fig. 1(d)). By
clicking on the paintings the user switches to the
works and their authors in the first part of the SVG.

SVG supports also search of authors or works of art by
using different keys (names, years, art techniques).

SVQG, judged by its implementation, was a typical first
generation web site. Due to the lack of appropriate tools at
the time of development we wrote our own data manage-
ment tools and tools for automatic generation of HTML
documents, all implemented in PERL. Data was stored in
files which were directly manipulated. Since there were
just a few typical types of documents in the SVG, we used
patterns to generate HTML documents. The administra-
tor of the system whose role was to add new content to
the SVG didn’t need to know the HTML syntax (Fig. 2).
Additional features of the SVG system were a distributed
database and remote management of the system. In the
span of just a few years, however, the web related tech-
nology has experienced a tremendous growth. On the
market is now available a range of relational and object-
oriented data management systems which make such types
of web applications much easier and faster to develop. We
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Figure 1: (a) Home page of the Slovenian Virtual Gallery showing its three main constituent parts, (b) Presentation of painter France Kralj, (c) “My
wife against a Venetian background” by France Kralf (0il on canvas, 140x 131 ¢m, 1932), (d) Inside the virtual gallery.

AT T

i E.. s : : : r maps. Each view of the 3D gallery space, which was
slelal & “J:_I J of il initially constructed as a classical CAD model, was pre-
; el St B o . rendered and converted to a clickable map by addition of
carefully selected links to the next possible views. By
clicking on the pre-selected areas of the clickable map the
observer moves to the corresponding destination. Thus a

Figure 2: Management window for changing or entering new information
into the SVG system

have in fact made a pilot re-implementation of SVG us-
ing a commercial object-relational data base [6]. The most
critical and potentially time consuming step in such re- Figure 4: VRML model of Jakopié’s death mask
implementation is the conversion of existing data to the

new data structure. selected sequence of such clickable maps forms a walk
The virtual exhibition space of the SVG was imple-  through the virtual gallery. If a visitor of the virtual gallery
mented using a structure of inter-connected clickable-  clicks on any of the paintings which are hung on the walls
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Figure 3: (a) Home page of the Jakopic Virtual Gallery, (b) VRML model of one of the rooms

he gets to the presentation of the paintings in the first part
of the SVG. In this way all parts of SVG are intercon-
nected. Although similar result can be obtained using a
VRML model, our implementation was much faster and
enabled greater flexibility in connecting to different parts
of SVG since each step in a walk was just a link to another
HTML document. Such predetermined paths through a vir-
tual space are also easier to handle for a novice user who
can get quite easily lost if a multitude of options are open
such as in a typical VRML rendered virtual space.

SVG was warmly received in Slovenia [5, 7] and, as

judged by a high number of visits, on the Internet in gen-
eral. In 1996 the McKinley Group’s online editorial team
rated SVG as a “4-star” site excelling in “Depth of con-
tent”, “Ease of Exploration”, and “Net appeal”. Unfortu-
nately, no institution in Slovenia at that time showed any
interest to support, maintain and upgrade the SVG system.
The SVG system was a result of student work and was after
the authors left the University no longer maintained. While
the first part of SVG which contains the historical overview
is fairly content stable, the second part was supposed to of-
fer information on current exhibitions in several galleries
in Ljubljana.

Recently, the Union of the Slovene Fine Artists Asso-
ciations (ZDSLU) sponsored a project which was inspired
by SVG. A VRML model of the Jakopi¢ Pavilion, which
was demolished in 1962, was built to serve as an environ-
ment for virtual exhibitions of Slovenian artists on the In-
ternet and to celebrate the anniversary of Rihard Jakopic [3]
(Fig. 3). Rihard JakopiC was the premier Slovenian impres-
sionist painter who in 1908 actually financed the building
of the pavilion in Ljubljana. In the virtual pavilion, which
closely follows the original plans of the architect Maks
Fabiani, is included also a 3D model of Jakopi¢’s death
mask (Fig. 4) which we rendered using our structured light
range sensor [12].

3 Life video over the Internet

Life video transmission over the Internet is becoming more
widespread as the capacity of the networks expands and the
access speed of the end users increases. At this moment
thousands of cameras, all across the earth, are sending im-
ages to web sites which can be used as our remote eyes. In
1996 we developed our own system for remote video ob-
servation over the Internet that we named Internet Video
Server (IVS) [10, 11]. The IVS system consists of a cam-
era mounted on a robot pan/tilt manipulator which makes
possible to turn the camera in any direction.

The user of the IVS system observes the video image
and controls the direction of the camera in a browser win-
dow shown in Fig. 5(a). This interface required the user to
press the left/right and up/down buttons to move the cam-
era. Due to buffering, slow, and uneven reaction times of
the network these controls did not seem to be very pre-
dictable from the user’s point of view. The reaction time
of the system depended mostly on how the camera and the
pan/tilt unit was connected to the Internet. Many types of
connections were tested, ranging from direct computer net-
work connections to GSM mobile phone networks. Due
to the uneven network response the user could easily loose
any sense of where the camera was pointing to, especially
if he or she was not familiar with the location where the
camera was placed.

These interface problems motivated us to design a bet-
ter user interface for remote video observation [11]. Due
to the precisely controlled position of the camera by means
of the pan/tilt unit, individual images acquired by IVS can
be assembled into panoramic 360° views of the surround-
ings (Fig. 6). These panoramic images are then used as a
backdrop for live video images, to give the user the correct
context for his observation. In the new “GlobalView” in-
terface (Fig. 5(b)) one can simply drag the live video frame
over the static panoramic image to define the new camera
view directions.

This system for live video transmission over the Inter-
net was used in June 1997 during the exhibition of the
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painter Silvester Plotajs Sicoe in the Gallery of Union of
the Slovene Fine Artists Associations in Ljubljana. On the
static panoramic images, taken in each room of the gallery
(Fig. 6), one could click on paintings to get the correspond-
ing pre-scanned images of these paintings (Fig. 7) and other
information about the painter. From the current position of
the camera platform, however, a web user could receive
live video as well as control the camera to observe not only
the sterile static exhibition, but also the visitors moving
through the gallery.

4 Art-Internet projects

While the efforts of Computer Vision Laboratory in pro-
moting Slovenian fine art over the Internet did not receive
any institutional support, a very stimulating and fruitful
collaboration started with the new-media artist Srec¢o Dra-
gan. Dragan is one of the pioneers of video art and concep-
tual art in Slovenia. He was eager to explore and use any
new technological solutions which related to his artistic in-
terests. Our multimedia experience, in combination with
our module for active Internet video observation, was used
in several of Dragan’s art-Internet projects and installations
[14, 4, 15] (Fig. 8). These projects offered, in general, the
visitor a blend of actual and virtual spaces which could be

Figure 7: “Chair for van Gogh”, Silvester Plotajs Sicoe (oil on jute, 100
X 180 cm)

visited over the Internet. Visitors on the web could control
the view direction of the camera to interactively observe



INTERNET BASED ART INSTALLATIONS Informatica 24 (2000) 459466 463

actual physical locations which were again in an inventive
hypertextural fashion connected to other virtual spaces or
other visual or textural information.

The first joint interactive Internet installation ROTAS—
TENET was entirely dedicated to the architect JoZe Ple¢nik
(1872-1957) and his exhibition “Architecture for the New
Democracy” at the HradCany castle in Prague (Fig. 9). To
spiritually link Ljubljana and Prague by new technologi-
cal means during the opening ceremony on Hrad¢any the
IVS camera was set up on the PreSeren square next to the
Three Bridges in Ljubljana which are one of the most fa-
mous demonstrations of Plenik’s mastery in urban devel-
opment (Fig. 10). In the web site was included also a com-
puter model of Ple¢nik’s plan for a new Slovenian Parlia-
ment which was never realized. This event in May 1996
marked also the first occasion when life video from a pub-
lic space in Slovenia was available on the Internet [10].

Figure 10: The 1VS camera mounted on the pan-tilt robot manipulator on
Preseren’s square in Ljubljana on 23 May 1966

Figure 12: Scanning of panoramic images with the IVS system on top of
Ljubljana castle.
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Figure 11: Netropolis—Cyborg’s Eye project: (a) 3D model of the center of Ljubljana with locations indicating where panoramic images can be
interactively viewed, (b) video frames transmitted through 1VS from the opening ceremony.

The two most complex joint art-Internet projects were
Netropolis—Cyborg’s Eye and Netropolis—Clavis Urbis.

4.1 Netropolis—-Cyborg’s Eye

The Netropolis—Cyborg’s Eye project was prepared for
the European month of culture in Ljubljana (ECML) in the
period of 15 May — 5 July 1997 [1, 2]. The project was
dedicated to artistic research and experiment and was sup-
posed to serve as a reference point for art at the entrance to
the third millennium. The project was realized as an inter-
active installation of telepresence on the Internet which has
at various locations and at different times connected Ljubl-
jana with the world. The project was a combination of a
navigable virtual architectural space, representing Ljubl-
jana on the Internet—NETROPOLIS (Fig. 11 (a))—and
of live video images, sent by means of a camera that could
be controlled over the Internet from the selected points in
the city—CYBORG’S EYE (Fig. 11 (b)). At these points
one can cross from the (live or recorded) video images over
into the digital city model and back again. At selected lo-
cations in the city 360° panoramic pictures were recorded
which can be viewed interactively (Fig. 12 and 13). The
conceptual plan of an interactive access from one space to
another is only possible as a view from the utopian site, a
non-existent, excluded point of view, which is the center of
all actual and virtual plans of space and time. Additionally,
images of other ECML events were digitized from video
clips prepared by TV Slovenia and presented in the Chron-
icle section of the project web page. Unlimited possibili-
ties of interactive dialogue formed a temporal image of the
whole event which is still available on the Internet [14].
Clavis Urbis was a later “technical re-implementation” of
the same concept but in the town of Slovenj Gradec.

4.2 Netropolis—Clavis Urbis

Netropolis—Clavis Urbis was the title of Sre€o Dragan’s
participation at the U3, 2nd Triennale of Contemporary

Slovene Art in Modern Gallery Ljubljana, 14 November
— 11 January 1998. The participants were selected by the
curator Peter Weibel.

Netropolis-Clavis Urbis is based on a camera carrying
robot telecontrolled via the Internet which was developed
jointly with the Robotics group at the JoZef Stefan Institute
in Ljubljana (Fig. 14). The robot [9] can be directed via
the Internet to several locations in Ljubljana, represented in
the gallery space by anamorfic images; at the same time, it
sends a picture of the actual gallery space to the spectator—
actor. But when the camera settles on the picture of the
selected direction, the image on the screen transforms into
a virtual, computerized picture of the city. The project thus
connects the real gallery space with both the real and virtual
spaces of the city of Ljubljana and with the dislocated word
of computer networks {16].

5 Conclusions

We have built several art-related web sites, ranging from
“classical” presentations of picture galleries to interactive
art installations in cooperation with the media artist Sreo
Dragan.

If a gallery or art museum web site serves only the gen-
eral public, short information about collections, some pic-
tures, opening hours, and directions for finding the museum
generally suffice. Thousands of museum web sites from all
over the world are now fulfilling this goal. If, on the other
hand, a museum web site wants to serve also the art spe-
cialists, almost complete collections should be available in
digital form, together with all other relevant information.
This is of course a major, several years long undertaking,
which must be carefully planed and is best organized in the
framework of digitazing the collection also in high resolu-
tion for other purposes. The accompanying web design and
technical solutions must be more conservative with the pri-
mary goal of finding the relevant information reliably and
fast.

Web sites devoted to exhibitions of single authors or even
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Figure 14: Sre¢o Dragan’s exhibition at U3, Modern Gallery Ljubljana
1998

art-Internet installations are much less restrictive in design
as well as in technological solutions since they are much
smaller by content and usually short lived. Our art-Internet
installations described in this paper served at the same time
also as an excellent platform to test new and still unproven
technical solutions.

From the human resources point of view, new educa-
tional programs are sorely needed to combine the knowl-
edge of technology with design skills. Due to these art-
Internet projects the collaboration between the Faculty of
Computer and Information Science and the Academy of
Fine Arts expanded. To fulfill part of their course require-
ments students from both institutions form mixed project
teams to design and implement various web sites.
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A high speed parallel adder is designed which can perform carry-free addition of two modified signed
digit quaternary numbers. Binary coded quaternary logic design is provided as one possible way of imple-
menting the digital and/or optical system. Experimental results are also included for the proposed adder

circuit.

1 Introduction

Optics provides a powerful computing paradigm (Karim
and Awwal, 1992) for 2-D signal processing operations
such as rotation/scale/translation invariant pattern recogni-
tion (Goodman, 1996) with possible application in machine
vision, target tracking, optical memory subsystem and neu-
ral network associative memory. While the role of optics
in these cases is mainly in the analog domain, digital pro-
cessing using parallel optics has not reached comparable
maturity. The interferenceless, free-space, parallel com-
munication capabilities of optical signals makes it suitable
for implementing digital algorithms which are inherently
parallel. Thus, while a ripple carry addition is suitable for
digital electronics, it is not necessarily the optimum scheme
when using optical signals. It is difficult for optics to prop-
agate the carry through different stages. On the other hand,

a parallel adder will map elegantly to an optical architecture -

(Takagi, et al., 1986). An optimized utilization of the par-
allel processing capability of optics may take the avenue of
multiple-valued-logic-system (MVL) which is more accu-
rate than a purely analog system and is more powerful than
simple binary based processors. MVL is gaining popular-
ity in both digital circuits and fuzzy logic based intelligent
sensors (Dao and Campbell, 1986, Hurst 1986 and Shanbag
et al., 1990).

Binary signed-digit numbers are known to allow a
limited-carry propagation through a complicated addition
process (Takagi et al., 1985, Bocker et al., 1986,Cherri
and Karim 1988, Avizienis 1961, Hwang and Louri, 1989,
Awwal and Iftekharuddin 1999) requiring a very large cir-
cuit for implementation. A higher radix-based (Awwal et
al., 1988, Alam et al. 1992, Hossain et al. 1998) represen-
tation of signed-digit numbers not only allows carry-free
addition and borrow-free subtraction but also offers the im-

portant advantages of simplicity in logic and higher stor-
age density. When encoded using 2’s complement binary,
an modified signed-digit (MSD) binary number requires
2-bit/single bit whereas MSD quaternary numbers require
only 1.5-bit/single bit of quaternary.

2  QSD Number

Any quaternary signed-digit number may be represented by

X = Zn:mi 4))

=0

where the variable x; can take any value from the set
{3,2,1,0,1,2,3} and the symbol T represents the —zx
value in QSD system. The modified signed-digit (MSD)
numbers are also known as a redundant numbers since
multiple representation exists for any number in this sys-
tem. When two QSD numbers are added the resulting sum
ranges from —6 to +6, and they may be represented in mul-
tiple ways as depicted below:

—-6=12 =122,
-5=11 =23,
—4 =10,
-3 =11 =03,
—2=02=12,
~-1=01=13
0 = 00,
+1=01=13,
+2=02=12,
+3=11=03,
+4 =10,

+5 =11 = 23,
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+6 =12 = 22.

The proposed addition scheme exploits the above redun-
dancy to perform parallel addition of two quaternary num-
bers.

2.1 QSD Adder Design

When two QSD numbers are added (a; + b; = £;), a carry
is generated when the absolute value of addition is greater
than the radix of the number system, 3. The generation of
the carry can be avoided by mapping the two digits into a
pair of intermediate sum (w;) and intermediate carry (z;)
such that the nth intermediate sum and the (n — 1)th in-
termediate carry never form any carry generating pair (3,
3), (3,2), (3, 1), (3,3),(3,2,), (3,1). Note that if we re-
strict the representation such that the intermediate carry is
limited to a maximum of 1, and the intermediate sum is
restricted to be less than 2, then the final addition will be-
come carry-free. Following are the selected representation
of the sum of a pair of QSD numbers :

)—-6=12,
i) =5 =11,
iii) —4 = 10,
iv) =3 =11,
v) =2 = 02,
vi) —1 = 0T,
vii) 0 = 00,
viii) +1 = 01,
ix) +2 =02,
x)+3 =11,
xi) +4 = 10,
xii) +5 = 11,
xiii) +6 = 12.

From the above one can show that the intermediate carry
(z;) can be expressed by the following equation

07 |t1| < 3
T = I, & 2 3 @)
1, t; < -3

where t; = a; + b;. The intermediate sum, w; can be ex-
pressed as t; — 4x;.

Therefore, the final sum S; of two quaternary numbers a;
and b; can be expressed as

S; = wi+wi1 =t —4x;+ i (3)

Note here that ;_;, which is the carry from the (i-1)-th
stage is added to the intermediate sum, to get the final sum

A.A.S. Awwal et al.

bit.

Theorem: The addition process defined by Equation 3
is always carry-propagation-free.

It can be shown that the above equation results in a value
of S; which is less than 3. Note that when the magnitude
of t; is less than 3, z; is 0. Again since the maximum value
of z; is 1, max S; is less than 2+1, i.e., 3. Hence S does not
exceed 3. When ¢; > 3, x; = 1, Therefore (t; — 4x;) varies
from —1to +2. Thus =2 < (§; = t; — dz; + z;-1) < 3.
Using similar argument, it can be shown that when t; <
-3, z; = —1, (t; — 4z;) varies from —2 to +1. Therefore,
for all possible values of t;, —3 < (S; = t;—4z;+x-1) <
3.

The combinational circuit implementation of the QSD
adder is possible using binary logic, when QSD numbers
are represented by their equivalent 3-bit 2’s complement
binary numbers. Let t; = a; + b;. Then t; needs to be
represented by 4 binary digits. The minterms for the correct
sum, t; are:

tiz = Qi ®bip By 4)
tns = i
ta =ty
tio = tip

If each QSD input is represented using only 3 bits, then
one needs to generate the correct sign bit ¢;3. Otherwise, if
4-bit representations are chosen for the QSD inputs, then
the sign bit is generated without any additional circuitry.
The carry bit z is limited between —1 to +1. Therefore
we need two bits for representing x;. The equations for
intermediate carry x; are:

tistin + tistiz )]

Tio = Ta + Listio + Listittio.

For the first stage, zg1 = zgo = 0. Substituting Egs. (4)
and (5) into Eq. 3, we can get the final one bit sum.
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Figure 1: Signal flow of a 3-bit adder

We show a typical example of using Eq. 3 to cajculate
the final sum of two QSD numbers.

a 2 31 2
b 331 2
t; 5 6 2 -4
Z; 1 1 0 1
w; = t; — 4x; 1 2 2 0
S; 1 2 2 1 0

The signal flow of a 3-bit adder is shown in Fig. 1. Using
digital simulation software B2 Logic, Egs. (4) and (5) were
implemented in the computer as shown in Fig. 2. Simula-
tion of the logic circuit was performed to verify the correct-
ness of the designed circuit for QSD addition.

3 Optical Implementation

Programmable logic array (Arrathoon and Kozaitis,
1987), analog optical processors (Casasent and Woodford,
1994), content addressable memory (Ha and Li, 1994),
polarization-encoding (Awwal and Karim, 1989, Zhou et
al., 1995), interconnection network (Sun et al. 1996) and
computer generated holograms (CGH) (Kawai and Kohga,
1992) have been used for optical implementation of MSD
and other binary arithmetic processors. An optical proces-
sor for the proposed QSD adder could be developed in sev-
eral ways. First, one may use a smart-pixel based architec-
ture (Fey and Degenkolb, 2000). In these structures, both
the input and the output of the 2-D processors are optical.
Inside each pixel, the signal is converted to an electronic
representation and then the information is processed elec-
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tronically. The smartness of each pixel could be derived
from implementing Eq. 3 as shown in the circuit of Fig. 2.
Second, an optical threshold logic could also be designed.
In threshold logic (Cotofana et al. 2000), the inputs are
summed and then compared against a threshold to deter-
mine the output. Note from Eq. 2 that the z; bit is based
on a threshold relationship with respect to the sum, ¢;. The
final equation could also be generated using a limited ac-
curacy analog adder (Parhami, 1996) circuit. With the ad-
vancement of hybrid analog/digital circuits this approach
may have considerable promise. In these cases, the quater-
nary input could be represented using a six pixeled input
light (Parthasarathi and Jhunjhunwala, 1995). The posi-
tion of the bright pixel will determine the value of the QSD
number, and the zero will be represented by all dark pix-
els. The third possibility is to minimize the logic equations
(mirsalehi and Gaylord, 1986, Awwal and Iftekharuddin,
1999b) for the output in terms of QSD inputs. Then one
can choose an encoding for the QSD digits and derive the
mask for a programmable logic array implementation (Ha
and Li, 1994, Qian et al. 1999).

We demonstrate the operation the quaternary adder using
an optical programmable logic array (PLA). This hardware
setup and its error sources are documented in (Michel and
Awwal, 1996). The details of the system, as it is used to
implement the proposed efficient MSD quaternary mask,
are briefly summarized below.

The PLA hardware consists of two stages of identical
AND-OR logic, where the output of the first layer can be
cascaded to the second one. Each logic stage consists of
16 light emitting diodes (LEDs), a liquid crystal display
(LCD) and appropriate polarizing material functioning as
a 16 pixel by 16 pixel spatial light modulator (SLM), 16
photodiode detectors, plus the associated control circuitry
and software. The 16 LEDs, representing a 16 by 1 input
vector, align with rows in the SLM array. The electro-optic
setup, as shown in Fig. 3 performs a vector-matrix multi-
plication optically.

This multiplication generates negative logic minterms,
which can be subsequently ORed to produce a sum of prod-
uct expression. The SLM pixels can be individually pro-
grammed to alter their transmittances between opaque and
transparent. The 16 photodiode detectors optically sum
down columns in the SLM array, and represent output as
a 1 by 16 vector. A personal computer serves as a user
interface and controls the input LEDs, the SLM mask and
displays the output of the system.

For input representation a dual-rail coding is used. In
dual rail, two light sources are used to represent a binary
value. The quaternary numbers are encoded in 3-bits 2’s
complement binary form. Therefore, 12 LEDs are required
to introduce binary-encoded quaternary addend and au-
gend.

For our experiment, we chose to generate an output for
the input pair 11 that appears in the previous worked out
example. The objective here is to produce a negative logic
output from only this combination, while producing a zero
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Figure 2: Digital implementation of the QSD adder
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Figure 3: The PLA system

output for other combination such as 00,10, 20,30,21 and
31. These minterms are not an exhaustive list but is used to
demonstrate the principle of operation.

The input LEDs representing the combination 11 are
shown to the immediate left of the SLM depiction as shown
in Fig. 4. Figure 4 shows both the actual output values
and a superimposed graphic depicting the SLM mask and
the input LEDs. The lowest LED (aligned with the low-
est row) represents the a3 term while the az is immediately
above it. This continues up to the twelfth row from the bot-
tom representing b;. The LEDs are colored white if they
are illuminated and black if they are off. The input pattern,
from the bottom to the top is 010110010110, representing:

a=az a2 a; = 1

(6)

and

b= E, _b;, bl =1 (7)

The mask corresponding to a;b; equal to 00, 10, 20, 30,
11,21, and 31 are encoded in columns 7 through 13 respec-
tively. Light squares represent transparent pixels, while
dark ones represent opaque pixels.

The four output plots demonstrates the selection of a bias
operating point and maximum noise in the system. These
are chosen with one test run, along with several control
runs. Since there is considerable variation in the amount of
light transmitted along different optical paths, the control
runs are necessary in order to calibrate the actual hardware.

Runs 0, 1 and 2 are the control runs. Run O plots the am-
plified photodiode values with all LEDs off and the SLM
mask totally opaque. This line thus represents the noise
floor of the detectors. Run 1 shows the basic lower operat-
ing limit for the test runs. It is obtained by making the top
four rows of the SLM transparent by turning on the corre-
sponding LEDs. This is done in order to bring the electro-
optic components into a linear operating range. Run 2 has
the same null input pattern as the previous run, however,
the SLM mask is programmed with the selected mask. In
an ideal system, run 1 and 2 would be identical. However, it
can be seen that several of the photodiodes record a higher
value in the later run. This is due to crosstalk in the op-
tical components. Run 2 thus represents the actual lower
operating limit for the system.

Run 3 represents the actual implementation of the se-
lected mask. The difference between runs 2 and 3 thus rep-
resents the system’s ability to perform the calculation. In
the negative logic implementation, a low indicates a match.
Here, clearly channel 11 represents a low, or true. All other
channels are above the test floor established by run 2, al-
though, one of them (channel 13) is barely above the test
floor. The actual sum, S, is computed by ORing together
all of the detector signals representing the entire mask.

4 Conclusion

Single step-addition rules for quaternary signed-digit num-
bers are derived and the corresponding electronic imple-
mentation verified using digital simulation software. This
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Figure 4: The optical output of the PLA

electronic implementation can be incorporated in the smart
pixeled opto-electronic device. Such an implementation
exploits the parallel optical communication capabilities for
input/output and strength of digital electronic circuits for
complex logic operations.

The optical implementation was done using an optical
programmable logic array. The noise and cross talk was
identified and its effect was compensated using an optical
bias. The bias also demonstrates how an optical logic oper-
ation might be performed practically. Other efficient cod-
ing scheme as well as larger SLM will make implemen-
tation of the entire adder circuit possible. By controlling
the mask in real time, reconfigurable computing can be
achieved. The main advantage of the proposed QSD num-
ber system is the ease of conversion to and from binary.
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Current mobile agent systems provide very simple security models. There is a lack of implementations
allowing the administrator to manage system resources appropriately while offering comprehensive
security to the server and agents against mutual or third party attacks. SAHARA is a security model for
Java-based agent systems that takes advantage of the benefits of the Java2 SDK v1.2.1. SAHARA’s main
goal is to create an integral security model that can be easily implemented by any system. This
architecture offers the following features: specific assignment of privileges; agents’ authorities
authentication using digital signatures; allowances management to limit resource consumption by each
agent and authority, and a dynamic security policy that allows to modify the security permissions at
runtime. Secure agent transmission and server authentication is achieved by using the SSL protocol.
Digital signatures are also used to protect agent’s code and to assign responsibility on the agent’s data.
In order to verify the performance of the SAHARA security architecture we have created a mobile agent
system called MILENIO with basic functionality, but with adequate security capabilities since it
implements all SAHARA'’s features. MILENIO also has also a user access restriction to avoid undesired
users. We managed to create a secure mobile agent system with a graphical interface that can be used
in any kind of mobile applications since it assures secure transactions for most of the applications We

also show the proper use of the Java2 security model in Java-based mobile agents systems.

1 Introduction

The absence of reliable security architectures is probably
the key factor that constrains the wide spreading of agent
technology. Security is crucial so that an agent system
can be used in real world applications.

Regarding this important aspect in a mobile agent
system, six different problems deriving from all possible
inter-relationships between entities in an agent system
(Hohl 1997) can be identified: interaction between
agents, between agent systems and agents, between
servers themselves, and between agent systems and
unauthorized third parties. So, these are the six areas to
take care of:

1. Protection of the machine or agent system against
attacks from other agents. The machine must be
capable of authenticating the agent's owner, as well
of assigning limited resources wupon this
authentication. Violation of these limits must be
prevented likewise, to ensure complete integrity.

2. Protection of the agent against other agents. No
agent should be able to interfere with any other
agent. Neither resource stealing nor any kind of
forging should be possible. No agent should be

capable to obtain private information from other
agent by forging the identity of a third agent.

3. Protection of the agent against the agent system. A
machine should not be able to manipulate the
behavior of an agent or to extract sensible
information without the agent's cooperation. This is
a very difficult problem to tackle, as it seems that
only hardware mechanisms (Wilhelm & Staaman
1998) fully solve this problem'.

4. Protection of a group of machines against an agent.
An agent could use an excessive amount of
resources in a network even when only little
resources were used in individual machines.

5. Protection of the machine or agent server against
other machines. A machine could try to forge the
identity of other machine to gain more privileges
when asking for a service from a third server.

' There are some works that try to solve this problem
such as Code Mess Up (Hohl 1997) and mobile
cryptography (Sander & Tshudin 1998). However, their
implementation is very difficult to achieve.
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6. Protection of information transmission between
agent servers against unauthorized third parties.
Secure communications between two servers using
an insecure network should be considered.
Information spying as well as many known attacks
detailed in (Stalling 1995) should be eliminated. A
proven technique is the use of a trusted information
transfer protocol. '

These problems have been examined in the mobile agent
literature. However, existing systems present only partial
solutions to solve them. Some established agent systems
suffered an evolution towards more complete security
architectures . But security models for new Java-based
agent systems only implement partial solutions to the
problems mentioned above. Consequently, these systems
do not offer enough warranties to be used in real
applications.

In the second part of this paper we give an overview of
the SAHARA security architecture, in the third part we
show how we_ create our prototype implementing the
SAHARA'’s features and in the last part we present the
related work and our conclusions.

2 The SAHARA Security Model

The main goal of our research is to define a
comprehensive security architecture for Java2-based
agent systems that provides new security mechanisms
and enhances the current security models. This
architecture will guarantee an integral security for any
agent system that implements the security model, so that
it can be used in real applications.

The new features of the Java2 SDK vl1.2.1 security
infrastructure (SUN 1998) will be used as well, for
greater versatility and ease of implementation of this
security model.

Following is a list of objectives of the SAHARA security

architecture:

¢ To authenticate the servers where agents come from
and agents’ authorities.

e To grant individual privileges to mobile agents that
belong to each remote authority recognized by the
system.

¢ To create a secure, faster way to send the agent and
its classes.

e To specify the particular set of files to which access
will be granted for the agents coming from each
authority, as well as access privileges for each file or
group of files.

e To impose allowances on each authority or remote
system to control the consumption of resources in
the local system by agents coming from these remote
systems. The allowances are assigned not only to
each remote agent but to each remote authority too.

e To allow agents to define privileges upon files
generated by them at execution time.

JLA.P. Diaz et al.

e To protect the information transmission between
servers.

e To protect the agent’s code using digital signatures,
and to use the signature of the authority of each
server to sign the data state of an agent, so that each
server signing a data state acquires a responsibility.

e To provide intelligence to the server so that it can
modify the security policy when it recognize a lack
of resources.

o Finally, to implement this architecture to test its
feasibility and then to extend this architecture to
current mobile agent systems.

2.1 Authorities, users and resources

The authorities considered in SAHARAs security are the
users of agents, and the server machines. The authorities
will be responsible for signing agents when they are sent
to other servers. Thus, authorities are the primary
element to perform authentication and privilege granting.

The user of the agent is the person that initially sends the
agent and is responsible for it. Authorization and
accounting for the actions of an agent in a given server
are usually based on the authority of this user. The server
machine’s authority is used by servers to authenticate
themselves.

SAHARA protects the fundamental resources of the
operating system such as files, disk space, main memory,
number of net connections, etc.

Every user/authority of the agent system will have an
account. Only the administrator will be able to create
new users/authorities and to establish their privileges.

The administrator of the agent system will be able to
grant privileges individually for every remote authority
as well as to define the local user allowances.

2.2 Use of regions to create trusted

networks

A region is a set of agent systems that usually have the
same authority, but are placed in different locations. In
practice, a common authority such as a company
frequently administers these groups of servers. It is
useful to treat a group of servers as a single entity from
the viewpoint of security. For example, to avoid the
costly cryptographic computations when the agents
migrate between servers in the same group (figure 2.1)

2.3 Agent structure and agent migration

An agent is initially composed by a main class and a set
of required classes (Myagent.class and other classes),
agent properties (an object that includes name, authority,
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Figure 2.1 — Agents migration inside and outside regions

date of birth, etc) and its allowance (some of the
privileges that are granted by the administrator). When
an object is about to migrate, these elements are
compressed into a Java jar file (Myagent.jar) using the
JarFile API provided by Sun. The serialized state of the
agent (Myagent.os) is also included in the file. All these
elements are signed by the agent’s authority. Signatures
and the manifest file used for signature management are
also included in the jar file (figure 2.2).

When the agent is in a remote server and its data state
has changed in that server, a new Myagent.os file
replaces the previous one before leaving the server. This
new data state is signed with the authority of the remote
server. The purpose of this signature is to assign some
responsibility on the server in case the (possibly
malicious) changes introduced by the server in the data
state produce a misbehavior of the agent in the following
server. The server’s signature means “l have not

maliciously altered anything in the data of this agent™.

Myagent.jar

Myagent.class Allowance

Properties

Other classes
required for the
agent

Myagent.os

Manifest

Signature files

Figure 2.2 — Agents components

2.4 An Overview of the
scheme of SAHARA

The protection offered by this architecture is grouped
into three sets:

interactions

 This process develops an idea suggested by Volker
Roth.

e Protection of the machine or agent server against
attacks.

e Protection of the information transmission against
third parties.

e Protection of agents against malicious servers.

The overall scheme of interaction is depicted in figure
2.3, showing the different elements intervening to
achieve an integral security that is concisely explained
below. 1t will be explained in detail in the next sections.

A pair of keys is created by the agent system whenever a
new user/authority is included in the system. The keys
are sent to a certification authority in order certificate
them. Once certified, the keys are stored in a key
repository called Keystore and associated with their
respective user/authority.

When an agent is created a unique universal identifier (in
time and place) is generated with a message digests
function and associated with it. Whenever the agent is
about to migrate, the key belonging to its authority is
retrieved from the Keystore, and the agent is signed with
the attached allowance, which was associated from a
preferences file (DBPreferences) when the agent was
created. Once signed, the agent is sent so that it can be
authenticated later.

When a remote agent is received in the system, it is
authenticated using its digital signature, retrieving the
associated public key for validation. Once its authority
and origin are identified, the system looks out in the
security policy files the granted permissions for this
authority and a new protection domain is created (unless
the domain were defined previously). This domain
defines the privileges hold at run time by every agent
originated from the same authority or server.

Once the privileges for an agent are determined, the
agent is bound to its protection domain. In addition to the
rights granted, the protection domain also has an
allowances object called DBResourcesFree, which
indicates the amount of resources still available for the
authority owner of that protection domain. The amounts
are updated whenever an agent enters the domain. When
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the domain is created the DBResourcesFree object is
constructed using the DBResources file that contains the
upper resource limits for each remote authority in the
system.

To transmit information in a secure way, the SSL (Secure
Sockets Layer) protocol is used, as it is a standard for
global networks. This protocol establishes an encrypted
communications channel once the machines have been
previously authenticated.

At run time, an agent can create new specific privileges
upon the new files created by itself during its execution,
in order to ease parallel and group work. In these
privileges they can specify to which authorities the
permission is granted and its access rights.

Finally, to protect agents against malicious servers the
signature of the code of an agent is used as a primary
measure. Signing the code guarantees that if it is altered,
the next server hosting the possibly maliciously modified
agent will refuse the agent, to avoid misbehavior of the
agent, as it is presumably corrupted. Digital signatures of
agents prevent any modification of an agent by any agent
server’.

3 The prototype MILENIO

We will describe how we take advantage of some
security features of the Java2 SDK to implement the
SAHARA architecture, and how we add some innovative
concepts to provide comprehensive security to our
mobile agent system. We just deeply describe the
security implementation of the mobile agent system for
space reasons.

3.1 Protection of the agent server against
attacks

The protection of the agent server against attacks from

mobile agents or even servers, involves two basic tasks:

e Authentication: 1t is the process of discovering
which authority has made a given request.

o Authorization and enforcement: The purpose of
authorization is to decide which privilege level
should be assigned to an agent in order to perform its
task. This privilege assignment is based on the
authority to which the agent belongs. Enforcement
monitors and assures that an agent does not violate
or surpasses the limits and permission imposed by
the agent server.

* Even though an agent system could freely manipulate
the agent’s code within the system and then send the
unaltered original agent’s code.

J.A.P. Diaz et al.

Protecting the machine against agent attacks
Agent System

Monitor and Keys Certifying
run time Key generator authority

system
JAN Cart o
. A Provides
< Authentication Validstes @
A'\ and
\ signing Security
R—c__Gets policies
r AN

| signeture

Provides
wliowances

Preference;
Region.cfg
Region_group.cfg

£l +
encrypting

Protection against

SSL
third party attacks

Encrypted
information

Secure network

rqaming
A
X AT
/“ Authentication
and signing
A : t;t.a'ck-
Monitor and Sy/Signecd i
run time code
system

Agent system

Protecting the agent against server attacks

Figure 2.3 — Global scheme of SAHARA'’s security
architecture interactions

3.1.1

The authentication scheme is based on the digital
signature attached to the files that are part of the agent. It
is used to verify the signed code that represents the agent,
which was originated in the remote agent server.
SAHARA looks in the Keystore for the certificate of the
corresponding authority to make the authentication and
verification of the signature. Additionally, server
authentication is also performed when an SSL connection
is established.

Authentication

Keys and certificates are stored for Each Authority. A
database called Keystore is used to manage a repository
of keys and certificates’. The actual format of the
database depends on the implementation. The JKS
format used by default in the Java2 SDK will be used
initially for prototypes. The JKS format protects private
keys with an individual password. The integrity of the
whole database is also protected with another password.

The Keystore database manages two kinds of entries: key
entries and certificate entries. Key entries store keys,

% A certificate is a digitally signed declaration of an entity
stating that the public key of some authority has a
particular value.
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usually secret keys or public keys with the authentication
certificate belonging to the matching public key, which
are used for auto-authentication via digital signatures.
Certificate entries contains public key certificates
belonging to other subjects and trusted by the owner of
the Keystore. These certificates are used to validate
digital signatures of incoming agents.

Every entry is bound to an "alias" string. For a private
key, the alias represents a user/ authority that is able to
sign agents in the system to send the agents to roam the
network. For a public key, the alias represents a remote
user/authority that is authenticated in the local system.

As part of the agent authentication process, the system
will retrieve from the Keystore database the necessary
keys to sign the agents about to migrate, and to
authenticate the incoming agents as well.

3.1.2 Authorization

Resources given to agents can be classified depending on

the enforcement policy used to limit them:

e Privileges directly controlled by the kernel of the
agent system.

e Privileges controlled by the security policy files of
the agent system.

The authorization scheme is flexible enough to assign

specific privileges to any remote authority recognized by

the system, specifying the exact kind of privilege granted

by the system.

3.1.2.1 Allowances

At agent creation time a unique identifier’ is assigned to
the agent. An allowance® object of class
ResourcesAvailable is also attached. This object indicates
the restrictions imposed on the agent whenever it
migrates to a remote server. The number of child agents
the agent will be able to fork and the number of
Kilobytes of storage space that can be used in the remote
server are among these constraints. The agent system
kernel controls the allowance object, which has the
following fields:

int disk // Amount of storage KBs able to use

int childs / Number of childs able to fork

int memory  // Amount of main memory KBs

boolean messages // Ability (or not) to send messages
boolean duplicate // Ability (or not) to duplicate itself

...... /I others

The agent system administrator can bind a different
allowance to every user/authority in the system so that

3 Which will be used to enter the agent in the system, and
to find it in the agent references table.

® The concept of allowance is different from the Ara’s
concept. In our architecture an allowance not only
impose the limits that an agent can burn up (as in the Ara
system) but they also allow to impose the limits that the
authority can consume.
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user’s agents can have different privilege levels. The
allowances defined for local users are stored in a system
file called DBPreferences (figure 2.3).

To prevent an administrator from giving excessive
allowances to his users when sending agents to other
systems, every agent system has a database that stores
the upper limit of main memory, storage space and
maximum number of children for each remote or
authority. This database is stored in the DBResources
file. Whenever an incoming remote agent arrives, or a
remote agent duplicates, current values of these amounts
for the remote system/authority are updated. Agents
coming from the same system or authority are thus able
to work in other systems without trouble as long as the
limit of resources imposed on these systems is not
surpassed.

3.1.2.2 Kinds of privileges

There is a set of privileges that are granted according to

the system security policy files. The Java2 SDK (SUN

1998) syntax is used to specify the privileges. The

following list shows the permission that can be enforced:

1. File System: The format for these kind of rights can
be specified in many ways detailed below (no blank
spaces are allowed in file or directory names).

file

directory (same as directory/)

directory/file

directory/* (all files in the directory)

1 * (all files in the current directory)

directory/- (all the files in the file system of this

directory)
- (all files in the file system of the current
directory)

"<<ALL FILES>>" (all files in the file system)

Actions that can be executed are read, write, delete,
and execute. Some valid examples that create rights
are shown below:

FilePermission p = new FilePermission
("farturo/mytmp", "read,delete");
FilePermission p = new FilePermission("/-",
"read,execute");
FilePermission p = new FilePermission("<<ALL
FILES>>", "read");

2. Network access: The format for this right is
expressed as hostname:port_range, where the host
name can be given in the following ways:

hostname (a particular server)

IP address (a particular server)

localhost (the local machine)

" (same as "localhost”)

hostname.domain (a particular server within a
domain)

hostname.subdomain.domain

*.domain (all servers within a domain)

* subdomain.domain

* (all servers)
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That is, the server is given as a DNS name, an IP
address, or as a [localhost. The port range
(port_name) uses the following syntax:
¢ N (asingle port)
e N- (all ports starting with port number N and up)
¢ -N (all ports starting with port number N and up)
e N1-N2 (all ports within N1 and N2 inclusive)
Where N, N1, and N2 are integer numbers in the
range 0..65535.
Accept, connect, listen, and resolve are the actions
allowed wupon sockets. Note that ‘“resolve” is
implicitly required when accepting, connecting, and
listening. “listen™ is applied on local ports, while
“accept” can be used on both local or remote ports.
Some example rights follow:
SocketPermission p = new SocketPermission("java
.uniovi.es","accept");
SocketPermission p = new SocketPermission
("204.160.241.99", "accept");
SocketPermission p = new SocketPermission _
(“java.uniovi.es:8000-9000","connect,accept");
3. Other privileges: to allow the creation of windows
and to restrict other security capabilities.

3.1.2.3 Security Policy Files

The security architecture defines one or more files where
rights are granted to every specified authority. Every file
can contain a Keystore and zero or more grant entries.

The Keystore stated in the configuration file is used to
find the public keys of the signing parties in the grant7
entries of the file. A Keystore must appear in the file in
the case that one or more grant entries specify that agents
belonging to the given codesource are signed. The syntax
for this entry is:

keystore "some_keystore_url", "keystore_type";

Where "some_keystore_url" specify the keystore URL
and "keystore type" states the type. The keystore type
defines the data format and storing, and the algorithms
used to protect private keys and the integrity of the
database.

Each grant entry in the security policy file has a
codesource and its corresponding rights. The syntax uses
two reserved words. Grant marks the beginning of a new
entry, while permission marks the beginning of a new
right.

grant [SignedBy "signing parties "] [, CodeBase "URL"){
permission permission_class_name [ "target_name" ]
permission ...

%

The order of the codebase (origin address) and signedby
(signing parties) is not important. Codebase is optional,
and will be omitted in some cases, as agents are usually
sent signed along with the classes required, to be

-7 Grant is the reserved word used to mark an entry
specifying privileges for a given authority or server.
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recreated in remote servers. Codebase would be probably
used for agents that have to be from one authority and
coming from one specific site.

3.1.2.4 Privileges Authorization

The privilege authorization for agents coming from the
same region, which is specified in the security policy file,
could be granted depending on their origin. That is, the
origin from a particular address will be verified. For
example:
grant signedBy “156.35.31.66" {

permission FilePermission "/tmp/*", "read”;
h
For agents coming from outside the region, the privilege
assignment will be based on the signing authority.
Therefore, every agent signed by the same authority will
have the same privileges. For example:

grant signedBy "Oviedo3_group" {
permission FilePermission "/tmp/*", "write";
permission SocketPermission "*", "accept";
h
It is worth to note that privileges can be granted
depending not only on the authority, but also on the
source machine. This can be specified adding the source
IP address to the grant entry. For example:
grant signedBy “SAHARA", Codebase “156.35.31.66" {
permission FilePermission "/tmp/*", "read";
permission SocketPermission "*", "accept”;
3
If an agent matches more than one entry, the permissions
granted to the agent and associated with its protection
domain will be the sum of all the permission granted by
each grant entry.

3.1.2.5 Versatility in File Sharing Protection
by Agents

The ability to perform parallel tasks is one of the
advantages of mobile agents. This usually requires an
agent to process information, and store results, which
will be later accessed by other agents in order to continue
the work. To facilitate this task in a secure way, the
security policy can be updated at run time by the share
method that was included in the agent abstract class so
that the agents can protect access to their files when they
created them.

The share method is overloaded with two forms to
specify the arguments. The first option uses a variable
that specifies the rights granted on the file besides the
name of that file. This variable holds three unix-style
octal numbers representing the rights for different groups
of users on that file: file owner authority, source
machine, and for all active agents in the system.

The octal numbers are an abbreviation of a three-bit
binary number encoding rwx (read, write, execute)
rights. When the bit is on it represents that the right is
granted on that activity.


http://unlovi.es

MILENIO: A secure Java2-based...

To include these privileges, the agent system must
identify the authority and the origin of the agent invoking
the method. The security policy file should then be
edited. The system will find all the authorities and
addresses involved and then it will assign the specific
privileges. Finally, a refresh command on the security
policy file should be issued for the new file to become
active.

The second share option invokes the method passing
additional arguments besides the file address; it passes
the authority and the codebase to which privileges are
granted. An octal number representing the rights
assigned is passed to the agent system as well. Once the
privileges have been edited in the policy file the refresh
command is executed.

3.1.2.6 Privileges Enforcement

The unit of protection and privileges enforcement is the
protection domain. A protection domain is a set of
classes for which instantiated agents share the same set
of privileges.

Every class/agent signed with the same keys and coming
from the same machine is bound to the same domain, and
therefore shares the same privileges. However, classes
with the same signing entity but coming from different
locations are bound to different domains.

The agent system administrator defines a security policy
editing the policy security files. Every grant entry in
these files specifies which new protection domains
should be created and the set of permissions that will be
granted to that domain.

A mapping between agents (code classes and instances)
and their protection domains as well as between
protection domains and their rights is created and
updated by the execution environment of the agent
system (figure 3.1).

Protection domains are created on demand. Whenever a
new incoming agent arrives from a given location and
authority, the system searches for an existing protection
domain for that codesource. A new protection domain is
not created always. If a corresponding existing domain is
found, the agent is just bound to that domain instead, so
that rights for that domain take effect for the agent.

3.1.2.7 Allowances Enforcement

As mentioned before, every agent system will use an
allowances database called DBResources specifying
maximum amounts for main memory, storage space, and
number of children allowed for each remote system and
authority.

At run time, a DBResourcesFree object will hold the
available amount of these quantities for every authority
or remote agent server that is included in DBResources.
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This object will be bound to its existing protection
domain.

Protection domains based on the address of the agent
system (codebase) will also have a DBResourcesFree
object showing the available resources for this remote
system. Protection domains created for servers within the
same region will be a usual case of having this kind of
object bound.

Agents that have its protection domain based on the
authority will again have a DBResourcesFree object
bound to its domain. The only difference is that values
stated in DBResources will be based on the authority,
and not on the source server. It is shown in the next
figure.

Agents, DomainslAIIoWances, and Rights

DBResourcesFree

Domain A
codesource:
joe@156.35.31.1

Domain B
codesource:
CompScience

Agents in the

SAHARA
execution
environment Current security
policy

DBResourcesFree

Figure 3.1 — Protection domains and allowances

Hence, whenever an agent arrives from a remote server
or it duplicates itself, values in the DBResourcesFree
object bound to the agent's protection domain are
updated accordingly.

3.1.2.8 Server Self-protection

Our architecture also defines a server self-protection
model where the server is monitoring the resources
automatically since it is started up. When it detects a lack
of one of them (i.e. RAM, H.D.) it modifies the security
policy files and does not accept more mobile agents to
avoid running out all the resource. In order to apply the
changes made, the server executes the refresh method.

When the server detects that it has recovered enough
amounts of the resources, it would then modify the
policy again to allow the privileges that it had restricted
before.

3.2 Protection of Information
Transmission against Third Parties

Espionage, tampering, or forgery of agents (or of the

information carried by agents) is another kind of attack

against mobile agent systems. To avoid this attack, the
MILENIO system uses the SSL protocol (Secure Sockets
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Layer), currently a de-facto standard for information
transmission on the Internet. In essence, this protocol
provides integrity, authentication and confidentiality
(privacy).

SSL connects to the socket layer of an application, and
can conveniently be placed below other protocols such as
HTTP and RMI, basically providing security to these
protocols. The implementation is easier in comparison
with other solutions.

Another advantage is that SSL is an application
independent protocol, being transparent for higher-level
protocols. Since SSL can authenticate the servers taking
part in the connection, the possibility of attacks from
other machines is avoided. The possibility of server
forgery is also eliminated since the connection will not
be established without the server authentication.

3.3 Protection of Agents against Attacks
from Malicious Servers

The most difficult task when protecting mobile agent
systems is to protect agents from attacks performed by a
malicious server since the server usually has access to all
parts of an agent like code and data, and has total control
on it.

3.3.1 Protection of Code and Data

Fortunately, as it has been seen before, agents are
digitally signed before dispatching. That is, the authority
that the agent represents signs the code of the agent, not
only for authentication purposes but for self-protection as
well.

If the code of an agent is altered by a malicious server
and then sent to other server, the new server will refuse
the agent. The new server will check the signature of the
agent's authority and if the code was previously altered,
this signature will no longer be valid, and the agent will
be rejected.

Since the alterations in the agent’s code will be promptly
detected the potential damages to the server caused by
malicious alterations to an agent's code are avoided.

Digital signatures are also used “to protect” the data state
as we describe in section 2.3. SAHARA includes partial
result authentication codes (PRAC) described in (Yee
1997) in order to verify agent data integrity. However
this feature has not been implemented in this first
prototype.

3.4 Additional features of the Prototype

MILENIO’s graphical user interface (Figure 3.2) allows
creating users/authorities and agents. The main window
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shows the active agents in the system. The tool bar has
an icon for the most common operations. Through the
information icon or using the context mouse menus is
possible to see the available resources for both mobile
agents and authorities. There are some options in the
menus to visualize the history of the system, which
specifies the creation, sent and deletion of any agent.
Finally an import/export authorities’ certificates tool is
also available through the interface.

The lowest part of the graphic interface has two small
windows. The output window shows the standard output
of the system. The log window records the actions that
have been carried in the core of the system.

MILENIO provides a help manual and a search utility
where is possible to specify a string like “agent creation”
and the system will show all pages of the system manual
where it is described how to create an agent, with a
specific percentage for each match. The help manual can
also be viewed by contents.

The system also includes an access restriction feature
that validates any user who attempts access to the
system. When the user tries to log into the system the
security manager validates its login and password in the
keystore, where all the users allowed by the system
administrator are found. When the login or password is
not correct, access to the system is denied.

The prototype thus provides integral security since it
implements the SAHARA architecture. MILENIO’s
security is comprehensive, versatile and easy to manage
and enhances most of the current mobile agent systems’
security (Peine 1998 and Lange 1996). The goals of the
design of the security architecture are achieved too.
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Figure 3.2 MILENIO’s graphical user interface

4 Related work

There are many mobile agent systems that have
implemented some elemental security features (i.e.
D’Agents (Gray 1995) uses digital signatures and
Ara(Peine 1997) uses allowances) but there is not any
robust model implemented. The most relevant work
related with our research is the security model for aglets
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(Karjoth, Oshima & Lange 1997) but it has not been
implemented. Nevertheless, the aglets’ security model
could take advantage of our architecture imposing limits
to the system resources per authority and not only per
agent. Also, their model could include the concept of
dynamic security policy so that it could be more versatile
and reliable according to the needs of the moment.
Besides, it is possible that an agent includes a file
(specifying its privileges) in the security policy during its
execution protecting the work group.

Condordia’s security (Walsh 1998) includes SSL and
some other features like authentication, however this
system as any other could take advantage of the same
SAHARA'’s features as the aglet’s model. Also any
system could include the system access restrictions that
SAHARA provides in order to avoid undesirable users in
the mobile agent system.

Other important research on mobile agent security are the
Fritz Hohl’s work (Hohl 1997) and Thomas Sander’s
work (Sander & Tshudin 1998) that try to solve the
problem of the malicious server. The Fritz’s work
basically consists on messing up the code of the agent
before it leaves in order to avoid its readability or at least
to ensure that a possible malicious host takes some time
to understand and modify the code. The rest of the
algorithm requires that the agent just has to spend a few
seconds in the remote server to guarantee that the server
will not be able to modify its code state.

The Sander and Tshudin’s work uses homomorphic
functions to demonstrate the possible execution of a
encrypted mobile agents, in this way the malicious server
will not be able to know and later modify the code of the
agent.

The biggest drawback of the first method is that most of
mobile agent’s applications require that agents spend
more than a few seconds inside each remote server they
visit. So, the method is not useful for the most of
applications. The disadvantage of the second method is
that its implementation is not possible in practice, so it
cannot be use it in real applications. One of the
advantages of the SAHARA security model is that all the
techniques that it uses can be implemented easily.

4.1 Comparison of security features with
other systems

As expected the security architecture overloads the
performance of the system, specially the digital signature
of each agent. We made a comparison with the aglets
system® that has not implemented any security
mechanism for the agents. We found the system

® We executed the agents in an old network with Pentium
MMX 200 Mhz and 64 Mb computers, in modern
computers the differences between both systems are
smaller. The results are in milliseconds.
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considerably slower just when the agents are signed,
however faster than we had expected. When the agents
were not signed our system was faster. The table 4.1
shows the averages in milliseconds of the creation and
migration time’.

1 Agent System)
Creation Time
First agent
Creation Time 18 10
Next Agents
Migrating Time 5398 15383
First agent not signed signed
Migrating Time 4567 11627
Next Agents not signed signed
Migrating Time
Next Agents 4567 2300
NOT SIGNED

Table 4.1 — Performance comparison between MILENIO and
Aglets system

The creation time for the first agent is slower in
MILENIO because it opens many files in order to control
all the security capabilities it has. We do not consider the
sending time because this time mainly depends on the
network traffic.

We also compare the resume time, which is the time that
agent systems take since it receives the mobile agent and
resumes its execution. The Aglets system took 2,1
seconds while MILENIO took 2,6 seconds. The
difference of 0,6 seconds is worthless if we consider that
MILENIO authenticates the authorities and performs
privileges assignments and many other security actions.

4.2 Current work on Mobile Agents
System Security

There are a few new mobile agent systems which the two
main design objectives are security and interoperability.
They are SOMA acronyms of Secure and Open Mobile
Agents (Bellavista, Corradi & Stefanelli 1999) and
SeMoA acronyms of Secure Mobile Agents.

SOMA basically offers security creating different places
with different security policies. A place can accept or
discard agents depending on authentication, which is
perform while the agent is entering to the place basis on a
series of protected information (i.e. name of the
originating place, authority). Additionally SSL can be
use to protect transmission among servers (but the
protocol has not been implemented). To provide
interoperability SOMA implements the CORBA’s
MASIF. However, SOMA does not use public key
cryptography for authentication and does not have

? This is the time required by an agent to be ready to go,
it implies the serialization, compression and signed
process (if exists)
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complete control of the amount of resources consumed.
Also SAHARA is much more flexible and versatile.

SeMoA has a wider security than SOMA, its security
model is very similar to ours. However, it does not allow
modifying and updating the security policy during
execution time when an agent shares a file or when the
security manager detects the lack of one resource.
SeMoA also goes deeper in interoperability. It defines
interfaces that allows a SeMoA agent go to different
platform and vice versa maintaining the uniqueness of
each platform (e.g. by providing appropriate wrappers or
deriving a common model). Unfortunately some parts of
the mobile agent system are still under develop and this
research work is still unpublished. The reader can find it
in the Mobile Agent List (http://www.informatik.uni-
stuttgart.de/ipvr/vs/projekte/mole/mal/preview/preview.h

tml).

S Conclusions

The SAHARA security architecture is designed to offer
comprehensive security for any Java2 mobile agent
system that implements it. To test the concept and to
evaluate the performance of the architecture, a prototype
implementation of a simple mobile agent system called
MILENIO with this security architecture has been
developed.

MILENIO offers agent and server authentication, fine-
grained security since particular rights for every authority
in the system can be defined down to the level of
individual resources (i.e. files), and the use of allowances
to restrict resource consumption by every agent and
remote authority. Agent transmission between agents
systems is protected by SSL. Agent code is also
protected using digital signatures.

It is worth to note that the security policy can be updated
at run time, so files generated dynamically by agents can
be protected. The system can update the policy as well
for self-protection reasons when a low resource level
alarm is detected.

All of these capabilities provide a great versatility to
implement a wide variety of applications from simple
electronic commerce applications or digital libraries
where access to one or more books of a specific subject
is paid for, to complex applications that are required to
modify the security policy in runtime such as banks
transactions. '

We managed to implement this prototype in one year and
a half, with four persons. It achieves the primary goal of
our research: to overcome the lack of a comprehensive
security architecture for Java-based agent systems.

With this architecture and with its future enhancements

we want to provide an efficient and easy way to
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implement a security model for agent systems. The
model will contribute to the development of mobile
agents since it removes many security concerns on
mobile agents systems, which are possibly the biggest
obstacle for the wide spreading of the mobile agent
technology.

6 Future Work

Our primary research line will be to research how to
verify the RAM and hard disk consumption by each
agent since the JVM does not provide any interface to
verify threads consumption. We will also try to find more
efficient way to protect the data state of an agent during
its itinerary.

In a second phase, we will try to improve this security
architecture in order to avoid other attacks that could
happen during messages and classes transmission. This
involves the definition of a secure scheme for messages
and classes management (including a cache manager that
gets the classes that have been brought to the system by
previous agents instead of going to the original server for
them. The manager also must also consider versioning).

Finally, we will design patterns of interoperability with
another agent systems in order to allow secure agents
information exchange among mobile agents of different
platforms (Aglets, Concordia, etc.).
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In this paper we address the problem of software classification in the context of organizing libraries of
reusable software components, and propose a method for organizing software libraries. The described
method relies on an off-the-shelf heuristic that can automatically estimate the similarity between two
software components. A domain analysis on the software collection at hand is required prior to starting
to build the repository. This analysis needs be performed only once during the lifetime of the collection.
Once such an analysis is completed, the repository is organized automatically. The software
components are expressed in a standard knowledge representation language designed for information
systems. The proposed method is tested through a prototype, on a small, but realistic, software
collection. The experiments demonstrate that the method organizes a sofiware repository in such a way
that it facilitates high levels of retrieval quality as well as having the property that functionally similar
components are clustered together. Also, the method is very robust and indifferent to the order of
insertion of the software components into the repository. Certain drawbacks and pitfalls are identified

and discussed.

1 Introduction and background

Software reuse is the process of developing software for
a new system by using the software from other systems,
thereby lessening or even avoiding the need for
developing new software from scratch [17]. It is of
growing importance for corporations to have effective
reuse of software artifacts as they invest in developing
and maintaining large software systems [28]. At the time
of this writing, there are numerous large caliber software
reuse activities and initiatives. Notable examples are the
U.S. Dept. of Defense (DoD) Global Command and
Control System (GCCS) initiative [4], and GTE's Rapid
method [2]. The GCCS is the next generation of the
current World Wide Military Command and Control
System, and it is aimed to be built entirely with software
reuse. According to [4], this will potentially save billions
of dollars in software development costs. The key
technical issues of software reuse are in the areas of
domain analysis, classification of software components,
interoperability of software repositories, adaptation of
software components, reuse of systems designs and
architectures, and software metrics that quantify
eligibility for reuse [31]. Reportedly, no standards exist
for any of these areas.

At the heart of the classification of software
components issue is the organization of the software

library -- also called the repository -- which is used to
store software artifacts in various forms (or descriptions).
Beginning with Prieto-Diaz's Ph.D. dissertation in 1985,
a number of software repository organization methods
have been reported [7, 19, 11, 3, 1, 25, 24, 6, 28, 14, 29,
32]. All software classification schemes contain two
main ingredients: (1) a software representation
mechanism, and (2) a software repository organization
method. Both ingredients serve the purpose of providing
the means for placing a collection of software
components into a data bank which facilitates efficient
and effective retrieval of software for reuse. The software
representation mechanism is responsible for "translating”
the software of the original collection into a uniform
language, thus removing several incompatibilities such as
source programming language and target operating
system.

Typically, the most important operation of the sofiware
representation mechanism is to capture the functionality
of a component at hand. Once all components have been
expressed in such a uniform format, the software
repository organization method is responsible for placing
the components into a repository. The main requirement
in this task is that the repository maintain the components
in some order which facilitates systematic browsing and,
upon request, retrieval of the most pertinent components
for reuse. Table 1 shows the taxonomy of the existing

* This research was supported by a research grant from the Natural Sciences and Engineering Research Council of

Canada (NSERC).
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software classification methods in the light of the above
two ingredients. The acronym NL in Table 1 and

Represent  System Organization
ation and

method retrieval
mechanism
conceptual
graph
hierarchical
conceptual
graph
conceptual

: : graph
REBOOT [28] conceptual
el ven. graph
GURU [19] hierarchical
clustering,
NL
processing
Boolean
expressions,
NL
processing
ad-hoc
indexing,
conceptual
graph
ad-hoc
indexing, NL
processing
ad-hoc
indexing, NL
processing
frame index,
NL
processing
frame index,
NL
processing
frame index,
NL
processing

Facet  "Diaz[7] o

CLIS[3]

'AIRS [25]

[P S
Natural
language

CATALOG [11]
REUSE [1]

Nie [24]
LaSSIE [6]

Frame ’i«mxﬁﬂ"””

NLH/E [29]

WS [32]

Table 1: Taxonomy of existing software classification
schemes

In terms of software representation we observe
that all the above systems use some representation
paradigm directly borrowed from a discipline other that
software engineering or information systems. The
facet-based approach is borrowed from library science,
where facets have been the standard classification
method. The NL-based approaches have a clear artificial
intelligence and text document retrieval flavor, although
due to its nature, NL can be considered a bit more
generic. The above choices may be due to historical
reasons, that is, lack of a representation paradigm geared
toward software systems at the time that the methods in
Table 1 were designed. Recent advances in the
development of such knowledge representation
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hereafter stands for “Natural Language”.

paradigms, allow (or even neccessitate) the investigation
of software repository organization methods in which
software is expressed using a representation
methodology especially designed for such purposes. A
notable example of such a representation paradigm is the
Telos language [21], especially designed for information
systems.

In terms of organization and retrieval, it is
apparent from Table 1 that the existing methods typically
rely either on a conceptual graph or NL processing. The
construction of a conceptual graph typically requires
significant manual effort and expertise. Moreover, it does
not cffectively facilitate incremental changes, that is, in
case that new software artifacts are inserted into the
repository, the update of the current conceptual graph is a
major task requiring additional amount of significant
manual effort, expertise, and in-depth knowledge of the
current structure of the graph. The NL approach is
seemingly by far the other most popular organization and
retrieval mechanism. Its advantages are based on the
wide availability of NL processing algorithms that can be
instantly employed and applied for software artifacts,
provided that the latter are treated as generic text
documents. Additional advantages come from the
possibility of parsing those documents automatically, and
then, based on recorded term frequencies, or aided by a
knowledge base, classifying the software artifacts either
automatically or with nominal manual effort. However,
the whole concept of NL processing obviously relies on
the availability of software in the form of text
documents. To the best of our knowledge, this is
unfortunately not the case for the vast majority of
available software. Also, for many cases where textual
descriptions are available for software, these documents
provide very skim and/or cryptic descriptions, as, for
example, is the case in legacy systems. This makes the
foundation of NL approaches for software organization
and retrieval rather unrealistic, at least under the present
status of software availability.

In this paper we address the problem of software
classification in the context of organizing libraries of
reusable software components, using a heuristic (and
non-hierarchical) clustering method. The method relies
on an off-the-shelf heuristic that can automatically
estimate  the similarity between two  software
components. Given this estimator, the method is then
able to create clusters of software components in such a
way that functionally similar components belong to the
same cluster. A domain analysis on the software
collection at hand is required prior to starting to build the
repository. This analysis needs be performed only once
during the lifetime of the collection. Once such an
analysis is completed, the repository is organized
automatically. The software components are expressed in
a standard knowledge represcntation language (subset of
Telos) designed for information systems. The proposed
method is tested through a prototype, on a small, but
realistic, ~ software  collection. The experiments
demonstrate that the method organizes a software
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repository in such a way that it facilitates good levels of
retrieval quality. Certain drawbacks and pitfalls are
identified and discussed.

The rest of this paper is organized as follows.
Section 2 describes our method. Section 3 provides
experimental results that illustrate the effectiveness of the
method in constructing the software repository. In
Section 4 we summarize our findings and discuss future
research directions.

2 Software Repository Organization

In this section, we present a method for
organizing the software library. The proposed method is
an enhancement based on the heuristic clustering method
of Salton for document classification [27], and a
modification of a similar method used for heuristic
search algorithms in [23].

2.1 Software Component Representation

The software components to be inserted into the
repository are expressed in terms of their functionality,
using a knowledge representation language based on
Telos [21]. The importance of using a Telos-like
language to represent knowledge about information
systems is discussed in {21], as is the value of using a
knowledge representation language. We use the
representation technique and structure outlined in [10,
13] to represent the components. In that representation
method, each component is expressed as a functional
description (FD). A FD consists of one or more features.
A feature is a tuple (verb, noun, weight), where the verb
is the action or operation performed, the nown is the
object upon which the operation is performed, and the
weight is a number indicating the relative importance of
the feature within its FD. In other words, the weight
represents the degree of functionality that a particular
verb-noun pair contributes to a software component. A
sample FD with three features is shown below.

FD: < (open, file, H); (read, file, M); (close, file, L) >
The letters H, M, L represent weights for High, Medium,
and Low respectively. The mapping between the letters
and weight values is (Very High, High, Medium, Low,
Very Low) = (1, 1/2, 1/4, 1/8, 1/16). In case of synonym
verbs or nouns, a thesaurus is used to store those
synonyms.

2.2 Software Component Similarity

Given any two software components, our
repository organization scheme needs to compute their
similarity. The similarity between two components is a
number indicating how close the two components are, for
the purpose of using them interchangeably during
software development. Several similarity computation
methods have been reported in various disciplines and
contexts. Possibly the most well-known are the ones
dealing with text retrieval [26, 27]. Since we deal with
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software artifacts rather than plain text documents, we
feel that the techniques described in [10, 13] are most
suited for our purposes. The similarity computation
method in [10, 13] takes as input two software
components expressed as functional descriptions and
returns a number between 0 and 1, which indicates how
similar the two components are. The closer this number
is to 1, the more similar the components are, and visa
versa. For example, a similarity value of 1 between two
components means that the one component can
completely replace the other in the software development
process. [10] gives an excellent step-by-step example of
the similarity computation method. For convenience, we
also provide such an example next. Following the
terminology in [10], given two components expressed as
FD’s, one will be referred to as the source FD and the
other as the stored FD. The computation involves several
matrices as described below.

The EQ (equivalence) matrix expresses the degree of
keyword compatibility between the i-th feature of the
source FD and the j-th feature of the stored FD'. EQ is a
J-source x f-stored matrix, where f~source is the number
of features in the source FD and f-stored is the number of
features in the stored FD.

The IMP (importance) matrix shows the degree of
satisfaction that a source description is compatible (or
can be replaced) with a stored description. Its entries
show the importance between the j-th feature of a stored
FD, and the i-th feature of a source FD. This importance
is computed as min(l, B/4) where B is the weight of a
(verb-noun) pair of the source FD, and 4 is the weight of
a (verb-noun) pair of the stored FD?. The values of A and
B are members of the set {1, 1/2, 1/4, 1/8, 1/16}, which
represent weight values corresponding to {VH (very
high), H (high), M (medium), L (low), VL (very low)}.
IMP is a f~stored x f~source matrix, where f-source is the
number of features in the source FD, and f-stored is the
number of features in the stored FD. For any entry of the
EQ that EQIi][j] = 0, in the IMP matrix, the entry
IMP[j]fi] is also zero. The value of the remaining entries
of IMP is computed as min(1, B/A) as described above.
The W (weight) matrix holds the normalized values of
the source FD. Each entry of matrix W is a number
between O and 1, and represents the percentage of the
corresponding weight within its FD. There is one weight
per feature in any given FD, therefore, the size of matrix
W is fx 1, where f'is the number of features in the FD.

"' A thesaurus is used to store synonyms (if any) and their
degree of compatibility. In case of no synonyms, the
compatibility degree is 1.

2 We define the IMP matrix slightly different from [10].
Namely, in [10] it is stated that B corresponds to the stored
FD while A corresponds to the source FD (i.e., the reverse of
what we use). When carrying out tests using that definition
we observed that some seemingly similar components gave
erratic similarity value. By reversing the definition we got
similarity values more consistent with the intuitive similarity
of the components.
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verb-noun pairs. The average number of features per FD
is 1.9.

3.1.2 Construction of the Reference

Components

Our next task was the construction of reference
components. This is tightly related with the issue of
domain analysis, since the reference components must
define “adequately” the multidimensional space that
serves as our global software repository. By “adequately”
is meant that the reference components should be well
spread out and not themselves clustered in a certain small
region of the space, otherwise computed component
similarities will be mostly identical. This implies that the
reference components should capture the common
characteristics of the software components of that
domain, so that, in turn, “the essential functionality
required in that domain is captured” [8)]. Preliminary tests
revealed that randomly generated reference components
do not capture our domain. In general, domain analysis is
a highly manual task, similar to the knowledge
acquisition process in expert systems. According to [9],
“domain analysis is a knowledge intensive activity for
which no methodology or any kind of formalization is
yet available”. After thorough examination and closer
look of the FD’s at hand, we were able to construct a set
of reference components that capture the essential
functionality of the data structures domain. Our set
consists of 27 reference components. By no means
should this be considered a unique set. The reference
components contain a total of 55 features, and an equal
number of distinct verb-noun pairs.

3.1.3  Query Processing

Component retrieval is done as follows. A query
component is first provided by the reuser, and takes the
form of a functional description. A similarity
computation is then performed between the query and the
reference components. This transforms the query into a
vector in the multidimensional space detined by the
reference components. The distance of this vector from
the centers of all clusters is then calculated in the same
way that this is done when placing components into the
clusters as described in Section 2. If no cluster has a
center within distance T from the query vector, then no
components are retrieved and the answer to the query is
null. In the case that one or more clusters have their
center within distance T from the query vector, then the
closest such cluster is identified and all components of
that cluster are retrieved as answer to the query. In either
case, the recall and precision values of the retrieval
operation are computed (if no qualifying cluster exists,
the recall is obviously zero, and the precision is also set
to zero). The recall and precision are typical information
retrieval evaluation measures, defined as follows.

A.A. Toptsis

Recall =
number of retrieved and relevant components

total number of relevant componentsin the collection ’
Precision =
number of retrieved and relevant components

number of retrieved components

3.2 Evaluation methodology

We have implemented a prototype tool that
organizes the repository using our clustering scheme,
accepts querics in the form of software components
represented as FD’s, and retrieves components under the
guidelines set in subsection 3.1.3. In order to illuminate
the behavior of the clustering algorithm of section 2 from
different angles, numerous tests were conducted. We test
the clustering algorithm in terms of quality of response to
the user

Quality of response to the user: We examine
how the clustered collection performs in terms of recall
and precision for a variety of different queries. The major
difficulty in designing this benchmark is to establish
criteria for query construction. Obviously, given any
software collection there is practically an infinite number
of queries one can pose. Moreover, different queries may
result to widely different recall and precision values.
Two factors that clearly cause such fluctuations are the
type of match between a query and certain FD’s and the
query size.

Type of match: Among the posed queries, some
may have a complete match with certain FD’s of the
collections, some may have a partial match, and some
may have no match. By complete match we mean the
occasions where all verb-noun pairs of a query Q can be
found within a component FD-i. By partial match
between Q and FD-i, we mean that some of the verb-
noun pairs of Q can be found within component FD-i,
and some not. By no match we mean that no verb-noun
pair of Q can be found in component FD-i. Note that in
our definition of match, we require only the verb-noun
pairs to match, i.e., we are not interested in the weights
of the matching features. (If the weights match too, then
all the better, but it is not required.) This is because we
assume that identical verb-noun pairs represent identical
portions of software artifacts and the weight only
indicates the importance of these portions within the
artifact. Therefore, when such an artifact is requested via
a query, the importance of the individual pieces within
the artifact does not alter the level of desirability for the
artifact.

Query size: Our second consideration in
designing the queries is the number of features in the
query. Note, provided that a query’s verb-noun pairs are
in the collection, large-sized queries have little chance of
being completely matched since this requires that a
certain FD contains all verb-noun pairs appearing in the
query. By the same token, small-sized queries have a
better chance of being completely matched since they



Heuristic Clustering of Reusable...

only require the collection to have a FD that contains the
small number of verb-noun pairs that appear in the query.
Based on the above query design considerations,
we constructed 305 queries which are divided in the
following four sets.
Query set A: 150 queries. In this set, each query is
identical to a FD from the collection, i.e., all FD’s that
are inserted into the repository are also later used to
query the repository.
Query set B: (small size queries). This set contains 55
queries. Each query consists of one feature. The 55 verb-
noun pairs appearing in this query set are all distinct 55
verb-noun pairs appearing in our collection.
Query set C: (average size queries). This set contains 50
queries. Each query consists of two features with distinct
verb-noun pairs. The two features of each query are
randomly selected among the 285 features available in
our collection.
Query set D: (large size queries). This set contains 50
queries. Each query consists of four features, with
distinct verb-noun pairs. The four features of each query
are randomly selected among the 285 features available
in our collection. Since the average FD size in our
collection is 1.9 features, a query with four features is
considered quite large. '

3.3 Experimental Results

The 150 FD’s arrive in a particular OIC and
they are clustered using threshold T = 0.35. The recall
values per query fluctuate widely when all 305 queries of
the sets A, B, C, and D are posed to the repository. The
best performing queries are those in set B, followed by
the queries in set A, followed -- with significant
degradation in recall -- by the queries in set C. The recall
values for the queries of set D are mostly zero.

Note, each query in query set B consists of only
one feature. As such, the queries of set B are easy to
match with FD’s in the collection. Moreover, cach such
query potentially has multiple matches within the
collection -- one match for each FD that contains the
verb-noun pair appearing in the particular query. This is
why query set B exhibits the highest recall values. The
abrupt dips in the recall values are caused by the low
threshold value of 0.35. At 0.35, the T value is too
discriminating of which FD’s qualify for inclusion with
each cluster, that is, it allows into the same cluster only
FD’s which are highly similar. Therefore, any two FD’s
which are somewhat similar (but not highly similar) are
placed into different clusters. On the other hand, since
those FD’s are similar, most (or all) of them are probably
relevant to the same query. Since our query answering
mechanism selects only one cluster for retrieval, only the
relevant FD’s placed into the selected cluster will be
retrieved and the remaining relevant FD’s would not be
retrieved. This results in a low recall value. The higher
recall values in Figure 1 mean that most/all relevant FD’s
are placed into the same cluster and this cluster is
subsequently chosen for retrieval. In these cases, the
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FD’s which are relevant to the query are also very similar
to each other, so that the low threshold (0.35) does not
succeed in partitioning them into different clusters.

Query set A is the next high-match query
collection, since cach query in set A is guaranteed to
have a complete match with one FD from the collection
(this follows by the way the query set A was constructed, .
as described in subsection 3.2). However, since each of
the queries in set A has usually more than one feature,
the number of FD’s that match these queries is smaller
than the number of FD’s that match the smaller queries
of set B.

This trend continues for the recall values for
query set C. The degradation in the recall for query set C
is due to the phenomenon illustrated in Figure 1.

Since each of the queries in set C consists of
two features randomly selected among all the features of
the collection, it is quite unlikely that both features f1, 2
of a query Q belong to the same FD. As shown in Figure
1, given a query Q = {f1, 12}, feature f1 belongs to a FD
with features fl1, f3, f4, while feature f2 belongs to
another FD with features f2, f5. Since, in general,
nothing guarantees that the two FD’s are similar, they
may have been placed into different clusters. Since when
posing query Q only the FD’s of one cluster are retrieved
(see subsection 3.1.3), the other FD’s that happen to be
similar to Q but were placed in another cluster would not
be retrieved. This causes the recall value to drop.

cl cluster-j

Query:|fl, f/2

Figure 1: Clustering of query set

Since each query in set C consists of two features, it is
expected that, on the average, half of the FD’s that have
one of the two features of Q are placed into one cluster
and half are placed into another cluster. This means that
the expected recall for the queries of set C is about half
the expected recall in the case when both features of Q
were in the same FD (note, this happens for the queries
of set A). This expectation is confirmed by the average
recall value for query set C (0.31 recall for set C vs. 0.59
recall for set A).

Besides the numerous cases of set D, there are
seven cases in which the attained recall value is zero.
This happens for queries 26, 160, 161, 191, 228, 247, and
253. In these cases no center of any cluster is of distance
0.35 or less from the query vector. As a result, following
the guidelines for retrieval (“query processing” in
subsection 3.1.3), no cluster is selected for retrieval and,
therefore, no FD’s are retrieved. This results in a
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recorded recall value of zero. In conjunction with the
results for the “OIC” and “cluster tightness” benchmarks
(see later in this subsection), this means that the formed
clusters are pretty tight, that is, the FD’s of each cluster
rally very close around the center of the cluster. In fact,
this also explains the large number of zero recall values
for query set D. Note, a query in set D consists of four
features -- say fl, f2, {3, f4. Since those features have
been randomly selected among all 285 features of the
collection, they most likely belong to different FD’s.
Assume FD-1 contains fl, FD-2 contains 2, FD-3
contains f3, and FD-4 contains f4. During the process of
inserting these FD’s into the repository, the similarity
value between the FD’s and the reference components
determines the location of each FD to be close to the
reference component that shares a feature or a verb-noun
pair with the FD. Consequently, the four FD’s are
inserted into four different clusters, with each cluster
formed nearby the reference component that shares a
feature with that FD. When query Q containing all four
features f1, f2, f3, f4 is posed, its location in the
multidimensional space is computed with respect to the
reference components R1, R2, R3, R4. Since each of R1,
R2, R3, R4 shares a feature (or verb-noun pair) with Q,
the location of Q is estimated to be somewhere in the
center of mass of R1, R2, R3, R4. This results to Q being
located outside the influence of any of the four clusters
that contain the FD’s with features f1, 2, 3, f4.
Consequently, none of those four clusters would be
designated for retrieval. Although the above situation
may seem to be an ironic and undesirable side-effect of
the clustering scheme, it demonstrates that the center of
each cluster is located in such a way that it acts as a true
representative of its cluster’s contents. Clearly, this is
desirable. Considering the fact that none of the four FD’s
FD-1, FD-2, FD-3, FD-4 is actually a good match for
query Q (since each FD only matches 25% of Q), we
argue that the low recall values recorded for query set D
actually constitute a desirable result.

The high precision values mean that most
components retrieved as an answer to a query are
relevant to that query. Since these components constitute
a single cluster (by the way we perform the retrieval), we
can infer that our clustering mechanism behaves well, in
the sense that it places components that have high degree
of similarity among each other into the same cluster. This
is supported by the high precision values observed for
query sets A, B, and C.

The average of the precision values were
recorded for query sets A, B, C, and D. The extremely
low precision values for set D are due to the reasons that
we described for the explanation of the low recall values
for the same query set, where no cluster was selected for
retrieval for a query from set D. In these case, the
precision value is set to zero.

The true merits of the clustering scheme were
revealed. They show the variation of recall and precision
against the threshold T. A single query from set A is used
for the tests. We see that as T increases, the recall also
increases, up to a certain T (0.6), and then, for greater
values of T (0.8, 0.9) it falls rapidly. The observed
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increase in recall is due to the fact that larger T values
allow more components to be placed into the same
cluster. In conjunction with very high precision values,
this means that the components that are placed into the
same cluster are also similar.

For smaller values of T (e.g., 0.1), although
similar components are placed into the same cluster, the
small T value becomes too discriminatory, and this
results in forbidding components which are relevant to
the query but exhibit a smaller degree of similarity
among each other, to be placed into the same cluster.
Continuous increases in the value of T have desirable
effects on both recall and precision. However, when the
T value becomes too large, the clustering mechanism
loses its ability to cluster the components effectively.
This affects both the recall and precision, and it is due to
the following anomalies.

(a) Garbage-in-cluster syndrome; When T is
very large, the criteria for a component to qualify for
membership into a certain cluster become very loose. As
a result, dissimilar components are allowed to be placed
into the same cluster. This results in having clusters
which in addition to containing a core of similar
components, contain a lot of components that are mostly
unrelated. The undesirable result of this anomaly is
illustrated for T = 0.8 and 0.9. The extremely low
attained precision values mean that among all the
retrieved components (which are all the components of a
certain cluster), only few (or none) are relevant.

(b) Center derailment syndrome:. As large T
values allow many components to enter the same cluster,
the center of that cluster is updated many times until the
cluster formation process is complete. Since, due to the
garbage-in-cluster syndrome many of these components
are not mutually related, the k-dimensional points that
represent those components are far away from each
other. As a result, the center of the cluster under
formation moves widely before it settles. Since the
movement of the center is caused by mutually unrelated
components, the final position of the center within the k-
dimensional space is most likely away from the center of
mass of the small core of mutually related components in
that cluster. In other words, for large values of T, when
the clustering process is complete, the center of each
cluster does not represent the mass center of the most
mutually related components of that cluster, but it
represents the mass center of a collection of mutually
unrelated (or very little related) components. The latter
may be far away from the core of mutually related
components. As a result, the wrong cluster may be
selected for retrieval when a query is posed.
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Figure 2: Center derailment syndrome

As illustrated in Figure 2, although cluster-i contains
more components which are relevant to Q, due to the
center derailment syndrome, the final positions of the
centers S1 and S2 cause the illusion that cluster-j is the
most relevant cluster. The undesirable effect of the center
derailment syndrome is felt by the rapid fall in recall
values for T = 0.8 and 0.9. Note, the high recall (100%)
for T = 1.0 is because when T = 1.0, only one cluster is
formed and, therefore, all relevant components are found
in that cluster. The low precision for T = 1.0 shows,
however, that this cluster (which is the entire collection)
contains also many components which are not relevant to

query Q.

4 Conclusion

We presented a heuristic clustering scheme for
organizing software repositories for software reuse. We
use a subset of a knowledge representation language
(Telos) geared to information systems for describing the
functionality of the software components, and an off-the-
shelf heuristic that is able to compute similarity between
two components. As such, our scheme is generic in at
least two ways. First, the detail of description of each
software component can be enhanced (or reduced) to any
level deemed appropriate by the person who translates
the actual software artifacts into Telos descriptions.
Second, the heuristic that computes software similarity
can be replaced by other more accurate estimators,
should such are, or become, available.

The effectiveness of the proposed scheme was
tested on a software collection in terms of quality of
response to the user and robustness. Our tests indicate
that the quality of response is very satisfactory on the
average, however, it exhibits fluctuations on a query-by-
query basis. We also determined that for large queries,
the recall and precision suffer significantly. However, as
we discuss in section 3, this is a phenomenon caused by
the inflexibility of the query processing mechanism that
we use as well as by the intrinsic nature of the query (i.e.,
the fact that there is not actually any good match for
large queries within the collection), rather than from the
clustering mechanism per se. In terms of robustness, our
scheme behaves extremely well for reasonable threshold
values (determined to be up to 0.7 in a scale from 0.1 to
1) used to perform the clustering of the software
components. In the process of testing, we identified two
intricacies in our method. First, for threshold values
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above 0.7, the clustering mechanism degrades rapidly.
Second, regardless of the threshold value used, the user
should be aware of large clusters. As discussed in section
3, large clusters are prone to the center derailment
syndrome, which is a condition causing clusters to
accumulate dissimilar components. Fortunately, for small
threshold values, the phenomenon of large clusters (and
center derailment) is quite rare, and also, its effects are
not as severe.

We currently investigate additional heuristic
clustering approaches for organizing software libraries.
Especially, we are experimenting with a method that
does not rely on prior knowledge of the software
domain’s characteristics. Clearly, this has the advantage
that the tedious domain analysis task can be skipped
prior to organizing the software repository. On the other
hand, we aim in automating the domain analysis task -- at
least in the context of building reference components
automatically. We are currently developing a tool that
implements  automatic  generation of reference
components based on knowledge acquired by observing
users’ querying patterns over a period of time.

Finally, we recognize that better query
processing protocols are needed for querying a repository
organized by our clustering scheme. An obvious proposal
is to perform intra-cluster search, once a target-for-
retrieval cluster has been identified. This will allow
ranking the components within the target cluster, and
thus produce better recall and precision. In cases where
no cluster qualifies for retrieval under the currently used
threshold (as it happens especially for large queries), a
possible approach is to select all closest clusters and then
perform an intra-cluster search in them for component
screening. Note, besides addressing our query answering
concerns, such a method may illuminate useful strategies
for software synthesis, since the union of all components
retrieved from different clusters would hopefully be a
valid answer to the query.
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The most important result of the long-term project entitled Computer literacy is that the majority of
Slovenian primary and secondary schools are now equipped with multimedia computers and with LCD
projectors. However, these computerised classrooms should not be used only for teaching computer
science and informatics; they should also serve for teaching and learning other subjects e.g. chemistry,
physics, languages, etc. Internet offers chemistry teachers previously unavailable possibilities for
bridging the gap between concrete and abstract chemical concepts and processes. Research on the
spatial ability of students and the quality of knowledge show that well developed spatial abilities enable
better results when solving complex chemical problems, especially when dealing with 2-D
representation of 3-D chemical structures. In this article we discuss how chemistry teachers can use
specialized Internet websites for visualising chemical structures and processes on the macro- and
microscopic level, and correlate properties of molecules with their structure. We also present results
which demonstrate the effects of different visualisation elements on the quality of chemical knowledge.

1 Introduction

The ancient Chinese knew that one picture can symbolise
the meaning of ten thousands words, and modern neuro-
psychological studies have proved this is possible. A
human being can remember 20% of what has been read,
30% of what has been heard, 40% of what has been seen,
55% of what has been told, 60% of the content after
personal involvement in a subject, and 90% if all the
elements are combined [1].

The pioneer work in the field of visual methods has been
done by Jan Amos Komensky in his Orbis sensualium
pictus (1657). His basic idea is that teachers should
present everything through pictures, thus trying to
visualise the subject-matter presented at school. Modern
technology offers numerous possibilities to achieve these
goals, especially through websites which offer various
possibilities for making chemistry classes more
attractive, thus helping the student to bridge the gap

between concrete and abstract notions of chemical

concepts and processes.

The significance of the visualisation of abstract
knowledge structures can be linked with Gibson’s theses
of ecological visual perception, which state that mental
conditions depend on the interactions between the
entities and the objects from the environment. The
objects can be either concrete, direct observations of
phenomena or processes at a macroscopic level, or
visualised microscopic explanations of processes, or
their symbol presentation, using chemistry knowledge. In
all these cases of perception the underlining idea is that
visualisation supports cognitive processes [2].

The research so far indicates that a well developed spatial
ability can have a significant impact on solving chemical
problems [3, 4, 5, 6]. The correlation between
visualisation and understanding is particularly strong
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when solving problem-based tasks, or those which
require memorisation, but less so for algorithmic tasks.
In chemistry there are some difficult areas, e.g.
visualising three dimensional objects from a two-
dimensional presentation. Even more difficult is to
visualise objects from another perspective, or visualising
a picture of an object after rotation, reflection,
inversions, etc. In such cases, visual presentation can

2 Visualisation elements and the
Internet in view of chemistry
curricula for primary and
secondary schools

The need for more extensive use of visualisation tools
has been highlighted in the new chemistry curriculum for
Slovenian schools. The Internet, which can provide
quick access to various useful visual elements, can play
an important role. In order to help Slovene chemistry
teachers to access the relevant websites more easily, a
special website, KemiInfo (Slovenian Chemical
Information Network) was designed at our Department.
It offers numerous links to other relevant websites;
including a special module on the visualisation of
chemical structures and processes, organised according
to relevant curricular chemistry topics. These have been
analysed for primary and secondary schools and after
extensive Internet searches we found a number of
visualisation elements, which could be wused for
supporting presentations of chemistry themes. The
summary of this search is listed below:

¢ images; visualisation at the
microscopic level.

e films; visualisation at the
microscopic level.

e process animations; visualisation at a macroscopic
or microscopic level.

e molecular models; microscopic visualisation of
structures.

e symbol presentation of molecules and reactions;
symbol visualisation.

¢ schemes; reaction schemes for symbol visualisation;
concept schemes for visualisation of the relations
between concepts and concept groups.

e graphs, tables; visualisation of the relationships
between data.

e knowledge test; visualisation at the macroscopic or
microscopic or symbol levels.

macroscopic  or

macroscopic  or

The Kemlnfo website (http://www.keminfo.uni-lj.si)
includes numerous links to other related web pages
which offer either visual elements or complete teaching
units.

The following symbols are used to denote links:

symbol for molecules and reactions

B¥  molecular models
tables
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greatly help overcome these problems [7, 8, 9, 10, 11,
12]. There are different opinions as to whether spatial
ability is inherited or acquired, however, numerous
studies indicate that spatial ability can be improved by
appropriate methods or teaching strategies [13, 14, 15,
16, 17].

i graphs

B teaching units
& experiments
IEI images

films, animation
task items
schemes

Bt %

For accessing some web pages we need additional web
browser programs (e.g. CHIME, RASMOL, VRML,
FLASH). These allow the simple visualisation of
molecular structures in different formats, or show an
animated image.

3 The impact of multimedia
visualisation on student knowledge

In spite of the rich assortment of multimedia packages
for chemistry, very little has been published regarding
the impact of multimedia on the knowledge and
motivation of students, let alone the cost-effectiveness of
these products.

In the masters thesis by M. Sajovec [18], the impact of
multimedia on cognitive, motivational and motoric
development of students was studied. Based on the
results of the study the evaluation criteria for assessing
multimedia packages for chemistry teaching were set up.
The research included 50 third year secondary-school
students in 1996/97, who were divided into the
experimental group (26 students: 15 males and 11
females) and the control group (24 students: 8 males and
16 females). Both groups were pre-tested. The pre-test
consisted of six multiple choice questions and open-
answer questions to check understanding of the following
topics:

e matter and building blocks of matter,

e light,

e electromagnetic radiation spectrum,

e interactions between light and
(absorption and in emission),

e photosynthesis, and

¢ radical halogenation of alkanes.

substances

The students from the experimental group worked in
pairs, using the CD ROM "Light and Chemical Change"
[19], which was developed ‘at our department and
implemented in Toolbook computer based training
(CBT) software package (Asymetrix). This teaching unit
was designed with an interdisciplinary approach,
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integrating chemical, biological and physical concepts
which are related to the phenomena of photosynthesis,
and describing interaction of light with matter on the
macro- and microscopic levels. The topics were designed
as four interrelated segments:

e Oxygen, the life-supporting gas
e Light phase of photosynthesis
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¢ Interaction of light with matter
o Example of a simple photochemical reaction -
bromination of hydrocarbons

After studying with the CD ROM, the students had three
hours available for solving the tasks. They did not use
any additional literature for consolidating their
knowledge. Students from the control group had several

Figure 1: Correct answers from the pre-test by both  Figure 2: Correct answers from the final test by both
groups groups
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Legend: EG (=experimental group), CG(= control group)

course books available,
course-book, a 4th year physics book, and a 3rd year
chemistry course-book. The topics from these course-
books were first presented by the teacher in three one
hour periods. After a week, both groups took a common
test. The test had a similar concept structure to the pre-
test, the difference being that greater emphasis was
placed on understanding the concepts at the microscopic
level. The results of the pre-test are shown in Figure 1
and the final test results in Figure 2. The comparison of
both graphs shows that the performance of the two
groups prior to the test (i.e. before working with the CD
ROM and the teacher presentation) was equal. Even the
distribution of points achieved is similar, while the
results of the final test show significant differences in
favour of the experimental group which can be ascribed
to the visualisation elements included in the CD ROM.

Figure 3: Visualisation elements — s

pectra, animation

including a 1st year biology-

Legend: EG (=experimental group), CG(= control group)

To illustrate the impact of visualisation on understanding
the concepts and the use of knowledge, the analysis of
some final-test items is given below: Each item is
presented with key visualisation elements from the CD
ROM, textual description, and graphic presentation of
student performance of both groups.

Task 4
Visualisation elements: spectra,
absorption (Figure 3, Figure 4)

animation of the

Question

The graph below presents the absorption spectrum of
chlorophyl. In which wave-length range of the visible
spectrum  will chlorophyl — absorb the light? Will
chlorophyl absorb the light in the UV part of the
spectrum? Does chlorophyl absorb green light?

Figure 4: Visualisation elements — spectra, ammatlon
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The results presented in Figure 5 indicate that visual
presentation of the chlorophyl spectrum and the written
explanation about absorption on the CD ROM have
contributed significantly to a better understanding of the
phenomenon, and that students were able to apply their
knowledge in solving the question about the absorption
maximums of chlorophyl in the visible spectrum. As a
result, 60% of students from the experimental group
gave correct answers while only 28% from the control
group answered correctly. There were only 10% wrong
answers from the experimental group related to the
question of the absorption maximum at 650 nm, while
there were 30% wrong answers in the control group. In
addition, 14% more students from the control group
thought that chlorophyl would absorb light at 190 nm,
(which is already in the UV range).

Figure 5: Final-test results for the first part of the task,
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Task §

Visualisation elements — microscopic level

Absorption of light quantum, geometrical change of
the molecule and explanation of the phenomenon
(Figure 6, Figure 7, Figure 8)

Question

Select a combination of correct answers

a) Upon interaction with light, the substance will be
transformed into an  electron-excited  state,
regardless of the wave-length or the energy of the
light.

b) Light energy will be absorbed by outer electrons.

M. Vriaénik et al.

¢) Molecules will remain in an excited state for an
unlimited period of time.

d) After the transformation into the excited state the
molecular geomeltry will change.

e) Compared with the initial state of the molecules, the
reactivity of excited molecules will not change.
Interaction with the light can lead to  homolytic
cleavage between the atoms of the molecule.

Excited molecules of the substance can return into
their initial state by emitting a photon (light
quantum).

vel

Figure 6: Visualisation elements — microscopic le
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Figure 9: Percent distribution of the correct combination
of answers (C) and incorrect answers (IC) by EG and
CG
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Figure 10: Distribution of answers by EG and CG
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Results

The overall performance in solving Task 5, which was
basically a rather difficult task, was rather poor for both
groups. However, there is a noticeable difference
between the two groups: 45% of students from the
experimental group made a correct combination of
statements while the result of the control group was only
19% (Figure 9). )

Correct combinations for Task 5 are: b, d, tfand g
(Figure 10). A more detailed analysis of the results
shows that the experimental group achieved better
results since 20% more students selected (b) as a correct
answer, while more than 35% of students from the
control group selected a wrong statement (a). This
indicates that students who saw the simulation of light
absorption using the CD ROM better understood the
concept. The majority of students, regardless of the
group, correctly answered that molecules do not remain
in the excited state for an unlimited period of time
(statement c). The experimental group was again better in
observing that the molecular geometry changes upon
transformation into the excited state (statement d)
which is indicated by a 35% better performance of the
experimental group compared with the control group.

Similarly, the majority of students from both groups
knew that the reactivity ot molecules in the excited state
is changed (statement e), however, there were 11% more
students from the control group who knew that after the

Figure 11: Visualisation elements — animation
as1-65.avi . - EElEIRS

interaction between light and matter a homolytic bond
cleavage between the atoms may occur (statement f). It
should be noted that in the multimedia teaching unit the
concept of homolytic cleavage was not used. In answers
related to the statement that molecules from the excited
state can return into their initial state by emitting a
photon, the performance of both groups was similar
(statement g).

Task 6
Visualisation elements — animation of the reaction

mechanism in the bromation of cyclohexane (Figure
11, Figure 12)

Questions

Read the description and answer:

The bromation of cyclohexane proceeds according to the
radical mechanism.

o The first stage is the initiation of the reaction which
runs due to the presence of light. Which of the
molecules will absorb the light? Draw the reaction
scheme for this stage.

e During the next stage the reaction expands. What
processes will occur during this stage? Draw the
reaction schemes.

» During the third stage the reaction is completed.
Which processes run during this stage? Draw the
reaction schemes.

Figure 12: Visualisation elements — animation
-3 ag1-65.avi
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Results
Figure 13: Performance of students in drawing the
reaction schemes
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Reaction schemes

As can be seen from the graph in Figure 13, only 8% of
the students from the experimental group were better at
drawing the first reaction scheme. In drawing the second
reaction scheme (expansion of the reaction) the
performance of the experimental group was significantly
better (25%) compared with the control group, while in
the third part, i.e. drawing the reaction schemes for the
completion of the reaction, the differences between the
two groups become smaller again. However, in the
control group there were 12% more students who did not
even try to accomplish this task.

On average, the performance of the experimental group
was 20.5% better than the control group. The
experimental group was doing much better at solving
both, difficult and easy tasks. It was also noted that the
experimental group achieved much better results in the
experimental test compared with the marks which the
students achieved during regular chemistry courses.

We are aware that the results should not be over
generalised, yet they do indicate that there is a positive
impact on the motivation and quality of knowledge if
various visual elements are integrated into chemistry
teaching. Some differences should be noted, however:
the evaluation of the task showed that some students
found it difficult to use the CD ROM unit on their own,
and expressed a desire that a teacher be present to direct
them, particularly when dealing with the animation of
microscopic processes.

4 Conclusions

Visualisation skills are very important for an easier
understanding of abstract science concepts. The Internet
offers  manifold visualisation  support and visual
elements can be easily integrated into teaching, which
can help students enormously when it comes to
understanding  difficult =~ chemical concepts. The
KemlInfo website which has been used by chemistry
teachers in Slovenia, has proved to be very supportive in
preparing teaching units with integration of visualisation
elements.

M. Vrtaénik et al.
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A watermarking technique for copyright protection of images is proposed in this paper. The idea is to use
the human visual effects as the feature of images. The embedding strategy is to put the extracted image
feature together with the watermark to generate the secret key for watermark retrieval. This strategy for
watermarking system is wholly different from previous works. In addition, a voting approach is used to
improve the correctness of the retrieved watermarks. The experimental results show that our method can
against attacks by many image altering algorithms, such as filtering, lossy compression, rotation and so
on. Furthermore, the proposed scheme is not only applicable to ordinary natural images but also to cartoon

graphics.

1 Introduction

Digital watermarking is applicable in copyright protection.
In recent years, many digital watermarking schemes have
been proposed. To achieve copyright protection, digital wa-
termarking must satisfy the following requirements.

1) Imperceptibility: the quality of the watermarked image
must be very high.

2) Security: the security of watermarking must be hold
whether possible attackers do or do not know how the
watermark is embedded into the image.

3) Robustness: it must be possible to retrieve the water-
mark after various image processes, such as low-pass
filtering, high-pass filtering, lossy compression, scaling,
rotation and so on.

There is an issue on invisible digital watermarking. As
pointed out by Craver et al. [6, 7], how to decide the right-
ful ownership of the invisible watermarking scheme is a
problem. Craver et al. argued that a watermarked image
could allow multiple claims of ownerships. To avoid such
a thing from happening, a trusted third party should be in-
troduced. Voatzis and Pitas [20] proposed a generic model
for protecting copyrights. They have included a trusted reg-
istration authority in their model. Similarly, we use a time-
stamping [2, 8, 9] mechanism to solve this problem in the
proposed scheme.

Digital cartoon graphics have significant differences
from ordinary natural images. Cartoon images to be with-
out complicated colors and texture variations. This charac-
teristic makes it difficult to embed watermarks into cartoon
images. Moreover, cartoon images can be easily repainted
using other colors without affecting the original intention.
This is another challenge for robust digital watermarking
techniques.

Conventionally, digital watermarking techniques can be
classified into two categories. The first type includes
those which embed the watermark into the spatial domain
13, 21, 19]. In general, this type of methods has a com-
puting performance advantage. The second type embeds
the watermark into the frequency domain [1, 5, 17]. This
method transforms the original data into the frequency do-
main for watermark embedding. The Fourier transform,
Discrete Cosine transform and Wavelet transform are ap-
plied usually. The proposed scheme embraces a different
concept from those two categories [3, 4]. That is the orig-
inal image remains not being altered even when the wa-
termark is embedded. In Section 5, some advantages of
our method will be discussed. For more information about
digital watermarking, the interested readers may consult
[14, 18, 22].

In this paper, we propose a new robust digital water-
marking algorithm using the human visual effects. The hu-
man visual effect means the sensitivity of the human eye to
a luminance under a background. We simply use the hu-
man visual effect to be the feature of images. This feature
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is used to generate a secret key for the digital watermarking
system.

The rest of this paper is organized as follows. Section 2
reviews the human visual model briefly. Section 3 demon-
strates the details of our method. The experimental results
of the proposed digital watermarking process are demon-
strated in Section 4. Finally, Sections 5 and 6 present the
discussions and the conclusions, respectively.

2 Human Visual Model

Kuo and Chen [11] proposed the human visual effect for
DPCM (differential pulse code modulation). They con-
sidered the Weber’s law [16] in their human visual model.
In 1998 [12], they added some considerations and applied
the human visual effect to the vector quantization (VQ)
scheme. The human visual model constructs the contrast
function in the gray-valued domain (from 0 to 255). The
contrast function is used to evaluate the sensitivity of the
human eye to a luminance under a background.

In [11], Kuo and Chen modelled the contrast function
C(z) from the combination of the bright background and
dark background as follows. Note that the background 3 is
the mean of the gray values in the background.

For the bright background (3 > 128), C'(z) is defined
as

__cafep—z)
in (CL(1;17_;L_(:_CI)) ) ,0<2 <128,

C(z) = (H
In (Mﬂl) ,128<z <255,

C1(255—CH)

where ¢; is a constant and is equal to 127.5/2,

-k .
cp = 225, cp = 28=28¢ Here k is defined

as k = 1ok ayes- Similarly, the contrast function C(z)
for the dark background (8 < 128) is defined as

in ((127.5—(0;1(;5)(%—:5)) 0Sw<128,
Clx) = @
In (E:C%‘—(mnz_—ii{_)ﬁl) ,128<w <255,
where ¢; is equal to 127.5/2, ¢ = :llf—gii, cH =

2557—_1&2,@@. Here k is defined as k = 287

In our proposed method, we use the contrast function to
evaluate the sensitivity of a 5 x 5 sub-image. The sensi-
tivity of the centric pixel z is measured via Equation (1) or
Equation (2) according to 8 (mean of the 5 x 5 sub-image).
The evaluated sensitivity stands for the feature of the 5 x 5
sub-image. We use this feature to generate a secret key for
the digital watermarking system. Next section will describe
the details of our method.
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3 The Proposed Scheme

There are two primary characteristics of our scheme. First,
the watermarked image is the same as the original image.
Second, the watermarking secret key K is generated us-
ing the human visual effect, the watermark, and a seed of
pseudo-random number generator. When the secret key K
is generated, a signed time-stamp for K via a trusted third
party (TTP) as K is required. The signed time-stamp K,
stands for the secret key K, which was generated at a cer-
tain time . In other words, if K successfully retrieves the
embedded watermark, then K represents the original im-
age produced before or exactly at this time ¢. Consequently,
K, t and K altogether make the evidence of identifying
the rightful copyright owner of the watermarked image.
We will depict the secret key generation algorithm in the
first subsection. The second subsection describes the wa-
termark detection algorithm. In addition, the voting strat-
egy for improving the fidelity of the retrieved watermark
will also be described.

3.1 Secret Key Generation

The original image O requires 3 bit(s) per pixel, where
O = {o(i,5) | 0 < o(i,5) < 2° - 1}. 3)

Here0 <i<0pg—-1,0<5 < 0w —1. O and Ow
are the height and width of the original image, respectively.
Note that in our experiments, £ equals 8. In other words,
o(1, j) ranges from 0 to 255. We define the watermark W
as follows:

W = {w(i,j) | w(i,j) = 0or1}. @)

Here0 <1 < Wygp—-1,0< j < Wy —1, and Wy
is the height of the watermark and Wy is the width of the
watermark.

Key generation algorithm:

Step 1: A set B, consisting of 5 x § sub-images, is
constructed from O according to a pseudo-
random number generator. The cardinality of
B is equal to Wy x Wy

Step 2: The human visual effect set V of the centric
pixel z of sub-image by n, bnn € B, is cal-
culated via the contrast function C(z).

Step 3: V is transformed by the transform function
Tran(-) to a temporal key T'. Here T is with
the same data type (binary) as the watermark.

Step 4: The secret key K = T @ W, where @ means
the exclusive-OR (XOR) operator.
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Next, we shall explain the steps of the above algorithm.
Let the sub-image set B be defined as follows.

B={bm,n|m=0,1,...,WH—1,

n=0,1,..., Wy — 1}, ®)
where
ban =
o(i.5) o(i,j+1) o(i,j+4)
o(i+1,5)  o(i+1,j+1) o(i+1,5+4)
o(i+4,5) o(i+4,j+4)

Here 0 < i < Og—5and 0 € j < Ow — 5. Note
that-any sub-image b, ,, allows mutual overlapping. Each
sub-image b, ,, is given from the coordinate (%, 5) to the
coordinate (i + 4,7 + 4) of the original image O. Co-
ordinate (7, j) is determined by the pseudo-random num-
ber generator Rand(-) so that (i,7) = Rand(s,m,n).
Here s is the seed of the random number generator, and
m=0,1,...,.Wyg —-1,n=0,1,..., Ww — 1. Since the
seed s is a part of the secret key for watermark retrieval, a
highly secret pseudo-random number generator is required.
Hwang et al. [10] proposed a highly secure pseudo-random
number generator Rand(-) using one-way hash functions.
In our method, we use their pseudo-random number gener-
ator.

The human visual effect set V is defined as

V= {'Um,n [ Um,n € R}, (6)
where

Um,n = C(z). )

Here m = 0,1,...,.Wg -1, n = 0,1,...,Ww — 1;
Wy and Wy respectively are the height and width of the
watermark; and z is the centric pixel of the sub-image
bmn. The contrast function C(z) has been defined in
Equations (1) and (2). In Step 3, we transform vy, , to a

temporary key T' by a transform function Tran(-). T is
defined as
T = {tmn| tmnisOor1}, 8
where V
tmn = Tran(vm, ). )

Herem =0,1,..., Wg—~landn=0,1,..., Wy — 1.
It is obvious that T has the same sizes and value domain
as the watermark. Now, we define the transform function
Tran(-) as follows.

0, ifumn <A,

Tran(vmn) = { 1, ifvm, > A (10)
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Here A is a threshold used to determine the output value
of Tran(-). In our experiments, we set A to be the mean
of all the visual effects v, n, form = 0,1,..., Wy — 1
andn = 0,1,..., Wy — 1. Finally, in Step 4, the secret
key K is constructed.

Signing time-stamp: .
When the secret key K is generated, the time-stamp K
for K is signed by TTP using its private key as follows.

K, = sigrrp(h(0),1, K). (11

Here h(-) denotes a publicly known collision-free and
one-way hash function [15], and ¢ is the time while K is
signing. The watermark embedding stage is finished when
the time-stamp K is verified via the public key of TTP. For
the later watermark detection stage, the image owner has to
keep K, K; and s secretly.

3.2 Watermark Detection Algorithm

The watermark detection algorithm is the same as the
key generation algorithm except for Step 4. We can obtain
the retrieved watermark W’ from the temporary key T and
the secret key K. As mentioned above, the pseudo-random
number generator seed is a part of the secret key for
watermark retrieval. When a right seed is introduced, the
rightful temporary key T' can be obtained. The retrieved
watermark W' is obtained by

W =TeK. (12)

The retrieved watermark W' is equal to W if the water-
marked image is still the same old one. On 'the other hand,
if the watermarked image has been modified, there may be
a little difference between W' and W because some fea-
tures of sub-images are altered.

When there is conflict between the right owner and
someone else for the copyright, each one can verify the
time-stamp K to examine if the secret key was indeed gen-
erated at certain time ¢ via the public key of TTP. The real
copyright owner is the one who registered to TTP earlier.

To improve the fidelity of the retrieved watermark, we
introduce the voting strategy in the proposed scheme. For
instance, a watermark is embedded o (@ > 3 and « is
odd) times in one image. Every element of the retrieved
watermark is decided by the majority. Let W' denote the
final retrieved watermark. The element w” (m,n) of W"
is given by

1) Z(]:zl w;c(m,n) 2 [%1)

0, Yok wi(m,m) < [§].

w'(m,n) =

(13)
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Herem =0,1,..., Wyg—-1;n=0,1,..., Wy —1;and
w), (m, n) denotes the kth retrieved element at the coordi-
nate (m,n) by the detection algorithm mentioned above.
The experimental results of the proposed algorithm will be
shown in the next section.

4 Experimental Results

Figure 1(a) shows the original image of "Lena" (8
bits/pixel, 512 x 512), and the watermark in Figure [(b)
is the logo (64 x 64) of "National Chung Cheng Univer-
sity (CCU)". To evaluate the correctness of the retrieved
watermark, we define an accuracy bit ratio R as below:

Wir—1 W;v—lm
2.‘:0 Z;zo ( J)@ ( J) 100%
I’VH X I’VW

R= (14)

Here w(Z,j) is the element of original watermark,
w'(i,7) is the element of the retrieved watermark and €
is the exclusive-OR operator.

First, the blurring algorithm and JPEG compression are
applied to alter the watermarked image. The altered re-
sults are shown in Figures 2(a) and 2(c), respectively. The
JPEG compression ratio is about 14:1 in the compressed
image. Note that, following the voting approach, we em-
bed the watermark three times (o = 3) in the experiments.
Figure 2(b) is the retrieved watermark of "CCU" from Fig-
ure 2(a). Figure 2(d) shows the retrieved watermark from
Figure 2(c).

Next, the original image rotated one degree clockwise as
shown in Figure 3(a). Besides, the image size is changed to
521 x 521. The other modified image using the sharpening
algorithm is shown in Figure 3(c). Figures 3(b) and 3(d)
are the retrieved watermarks from Figures 3(a) and 3(c),
respectively. In particular, our method can directly retrieve
the watermark from the rotated image. In other words, it is
not necessary to turn back the size of the rotated image for
watermark retrieval.

A cartoon graphic "Bunny" is used in the following ex-
periment. Figure 4(a) shows the original "Bunny" graphic,
and Figure 4(c) represents a repainted image of "Bunny".
In Figure 4(c), both the face and background of "Bunny”
are replaced with other similar gray levels. The retrieved
watermark from the original image of "Bunny" is shown

in Figure 4(b). Figure 4(d) shows the retrieved watermark

from Figure 4(c).

Finally, the retrieved watermarks under different images
are shown in Table 1. The experimental results show that
the retrieved watermarks are recognizable under various at-
tacks.

5 Discussions And Security Analyses

In the proposed scheme, the secret key length || can vary
according to the sizes of watermarks. However, the larger
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the watermark size is, the higher the security will be. Nev-
ertheless, the memory space requirement also increases.
Similarly, applying the voting strategy will also increase
the memory space requirement for secret keys. The exper-
imental results show that, if o equals 3, the retrieved wa-
termark can be clearly recognizable. Consequently, the re-
quired storage space for the secret keys is practical. For ex-
ample, let & = 3 and the size of the watermark be 64 x 64,
and then the extra space equals 64 x 64 x 3 = 12288 bits
(about 1.5 kb). In contrast to intellectual property loss, the
cost of the extra space is worthwhile.

The main feature of the proposed algorithm is that the
watermarked image remains the same as the original one.
This characteristic makes the proposed scheme have no
time limit for watermark embedding. In other words, the
copyright can be traded and traced any number of times
through the secret key I and its time-stamp K. Further-
more, the quality of the watermarked image is still as good
as that of the original one.

The proposed scheme can avoid mulitiple claims of copy-
rights with the time-stamp. It is true that anyone can use
our algorithm to construct the secret key for his/her images,
even though the images are stolen from others. A pirate can
also forge a time-stamp K to make the signing time ear-
lier than that of the original owner. After that, with the
help of his/her secret key as well as K7, the pirate can steal
the image successfully. Nevertheless, since the time-stamp
is generated by a public-key cryptosystem, such as RSA,
to forge an illegal time-stamp K is as difficult as break-
ing a public-key cryptosystem. We assume that the rightful
copyright owner always has the earliest signing time, which
can be revealed in K. Consequently, using the time-stamp
to identify the rightful copyright owner is very reasonable.

6 Conclusions

A new digital watermarking technique is proposed in this
paper. In the proposed scheme, the human visual effect
works as the feature of images for embedding invisible wa-
termarks. The watermarked image is still the same as the
original one. In addition, this method is robust against var-
ious attacks as shown in the experimental results. To avoid
the multiple claims of copyrights, a time-stamping mech-
anism is introduced in this work. Furthermore, a voting
approach is used to improve the fidelity of retrieved wa-
termarks. The experimental results also show that the pro-
posed scheme is not only applicable to ordinary natural im-
ages, but also to cartoon graphics.
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eral attacks using various host images
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rem 9940 99.73  99.73 95.12
Barbara |{psnrws)|23.41 31.29 17.15 NA
r |98.05 98.56 93.65 90.60
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Bunny {esnrwey | 16.37 28.67 2135 NA
rey 19871 99.90 99.37 97.68
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Figure 1: (a)Original image of "Lena" (512 X 512), (b)Watermark of "Na-
tional Chung Cheng University (CCU)" (64 x 64)
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(a) PSNR=29.62dB (b) R=99.40%

(c) PSNR=34.07dB (d) R=99.73%

Figure 2: (a)Blurred image of "Lena", (b)A retrieved watermark from
Figure 2(a), (c)Reconstructed JPEG image, (d)A retrieved wa-
termark from Figure 2(c)
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(b) R=95.12%

(c) PSNR=23.10dB

(d) R=97.73%

Figure 3: (a)Rotated one degree image of "Lena", (b)A retrieved water-
mark from Figure 3(a), (c)Sharpened image of "Lena”, (d)A re-
trieved watermark from Figure 3(c)
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(b) R=100.0%

(c) PSNR=18.68dB

(d) R=92.82%

Figure 4: (a)Original graphic of "Bunny"”, (b)A retrieved watermark from
Figure 4(a), (c)Repainted graphic of "Bunny", (d)A retrieved
watermark from Figure 4(c)
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The following paper points out problems encountered in several business process reengineering (BPR)
projects in Slovenia in the last five years and provides an assessment of BPR’s strategic impact on the
quality of information systems (IS). Based on his own experience and his knowledge of the opportunities
offered by the BPR concept and the use of new information technology (IT), the author assesses of the
strategic relevance of reengineered processes and consideres the impact of BPR projects on the quality of
an organization’s information systems management.

1 Introduction

Tethnical progress together with the opening of a global
market are definitely among the primary factors playing
roles in modern society. One of the consequences of recent
development in the fields of information technology, com-
munications, and transportation is an ongoing process of
standardization in both the business and government are-
nas. In national economies, the global characteristics are
becoming localized, and vice versa the local ones are be-
coming globalized. The modern global society is becoming
more and more universal.

Only businesses that are able to adjust their mass pro-
duction and generalized marketing approaches to more dy-
namically serve clear market niches will survive in the fu-
ture. By individualizing and personalizing their products
or services, businesses can adjust to the needs of their cus-
tomers. Producing for a known customer and satisfying
him as much as possible are the goals of each progressive
organization. The best way to achive such a goal is thrugh
reorganized business processes.

Organizations react very differently to projects or at-
tempts of renovation of business processes, though the pur-
pose is clear: reduction of costs, shortening the business
cycle, and improvement of quality. The difficulties in the
public sector are larger than those in the private sector. The
increased employment in the public sector during the past
few years has further entrenched bureaucracies; the prob-
lems of efficiency are then most often solved through pur-
chasing computer hardware and software. Moreover, if
managers feel the corporation they work for is successful
at the present time, they usually reject the idea of renovat-
ing the business. Of course, when a company faces trouble,

there are never seem to be enough financial or human re-
sources to start such a project.

Coping with these problems while working on BPR and
IS renovation projects in the last few years, we have noted
a strong correlation between improvement of overall cor-
porate culture and strategies, and the quality of IS within
an organization. This paper explores these relationships.

2 BPR and IS renovation

We cannot forget the role that information technology plays
in business process renovation, as we must also keep in
mind that an incorrect use of information technology can
deliver partial solutions which do not consider the system
a whole and are by all means unsatisfactory. Generally
speaking, we should use a two-step approach by which the
described problems can be eliminated. First, we should
renovate existing processes with respect to the necessary
characteristics of business; and second, we should provide
a proper organization and informatics to support the new
processes.

One of the main ways of connecting the difficulties of
our enterprises is the implementation of the Business Pro-
cess Reengineering (BPR) method. BPR is a new method
of improving the operation and therefore the outputs of or-
ganizations (private and public). It means analyzing and al-
tering the business processes of the organization as a whole.
For a thorough and effective reengineering project, organi-
zations should first meet certain conditions before starting
such a project. First, the management should abandon all
the obsolete rules and procedures that have been used up to
that time. In addition they should abandon other inadequate
organizational and production principles. At this point, the
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design of a renovated and redesigned organization should
start.

BPR was first introduced in a research program at
MIT (Massachusetts Institute of Technology) in the early
nineties. The term was used in the description of Davenport
and Short’s 1990 research project. They found out that the
implementation of modern information technology in or-
ganizations means not only automation of managerial and
production tasks but also has an enormous and direct effect
on the means and quality of the work done. This point was
further discussed and developed by Hammer in his "Re-
engineering Work: Don’t Automate, Obliterate”, Harvard
Business Review, 1990.

In Slovenia, there have been several recent symposiums
on the subject of business process redesign and IS reno-
vation. Numerous papers can be found about this topic
in publications that cover this area. In everyday practice
the first attempts to implement techniques mentioned above
usually employed modern CASE (Computer Aided Soft-
ware Engineering) tools which unfortunately more or less
merely automate existing processes. In the worst cases the
primary objective of the renovation projects was to buy new
equipment (mostly PCs). Slovenian experts follow the cur-
rent trends and try to integrate them in our projects of in-
formatization and business reorganization. However, most
(approximately 90of current projects of informatization are
still oriented to automation of existing business procedures
and activities.

On the other hand, organizational projects are mostly
oriented to ISO 9000 standardization (documentation), so
there is no room for important simplification and organiza-
tional changes. There were also some attempts to move
companies from rigid hierarchical structures to flat, dy-
namic structures that can rapidly regroup in response to
changing requirements. In some cases traditional depart-
ments have been transformed into ad hoc teams or "centres
of excellence".

3 Projects and open problems

The best way to understand the situation in the field of busi-
ness process reengineering and informatization is to anal-
yse open problems and situations in some typical projects.
We empirically analyzed the most recent 5 projects on
which we have worked. The analysis shows various re-
sults and implementation problems. We think that some
of these problems are specific for the Slovenian business
culture and the others are not. For further analysis and as-
sessment we grouped the problems and possible solutions
by strategic/business cultural aspect and from the strategic
IS impact point of view.

3.1 Projects

The author of this paper has worked or participated as
senior consultant or project manager on more than 25
consulting and engineering projects in different industry
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branches and in the public sector. He has developed a
methodology of business renovation and informatization.
The methodology has been successfully implemented in
different organizations. The projects selected for further
analysis in this paper are listed below:

Project A

Initial goal: Shortening of business cycle

Type of business: Metalwork production

Duration: 1,5 years

Main results: Time and cost reductions, business process
model, proposed IS renovation

Project B

Initial goal: BPR and IS renovation

Type of business: Paper industry

Duration: 2 years

Main results: Reengineering of logistics, new IS developed
and implemented

Project C

Initial goal: IS auditing and assessment (starting project:
Process assessment and renovation)

Type of business: Insurance

Duration: 2,5 years

Main results: Modeling and standardization of key busi-
ness processes, strategic IS planning

Project D

Initial goal: IS development

Type of business: Energy supplier (electricity)

Duration: 4 years

Main results: Reengineering of key business processes,
new IS being developed and implemented

Project E

Initial goal: Management consulting

Type of business: Construction & housing

Duration: 2 years (still in progress)

Main results: New business model, proposed organiza-
tional changes, new IS developed

We can see that particular starting points or goals of the
listed projects most often lead to different results. But if we
look at the results more carefully we can group them into
BPR and IS oriented steps. In the BPR step strategic prob-
lems from the organizational culture point of view should
be solved. Any unsolved problems in the BPR step have a
direct (and negative) impact on the quality of results from
the IS renovation or IS development project step.

3.2 BPR strategic problems

Organizational strategic problems come mostly from as-
pects related to the way the firms operate, the scope of BPR
projects, and strategic and operational modeling and bench-
marking.
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The way the firms operate. Most Slovenian experts
subscribe to the traditional organization theory beginning
from Adam Smith and followers. They see organizational
structures and work as a collection of tasks, each of which
can be described by a precise procedure whose steps are
particular motions and activities of a worker. Problems re-
lated to corporate costs, quality, and the business cycle are
the result of a cross-functional dispute where nobody has
total control of the whole process. These input-process-
output models or models of individual specialization are
no longer sufficient, however. They do not represent hu-
man commitments and the business processes view of an
organization in which people request work and agree on
what will be done, who will do it, and when it will be done
(Denning and Medina-Mora, 1995).

We see the workflow or the business loop as a closed
cycle in which the fulfiller (performer) completes action
leading to the satisfaction of a request by the requester (cus-
tomer). The business loop begins with preparation and for-
mulation of a customer’s request and culminates in a de-
livery (proposal) to the performer. The second step is ne-
gotiation, culminating in an agreement between customer
and performer. The third step is performance, resulting in
the requested product or service and the performer’s decla-
ration that the work is done. The final step is acceptance,
culminating in the customer’s declaration of satisfaction.
Figure 1 shows the workflow loop adopted by Action Tech-
nologies and Lei Yu (Yu, 1996).

On our BPR projects we find various kinds of problems
we must solve:

— The transition from the traditional, functional, and de-
partmental way of work on organization focused on
business processes is very difficult to achieve. We
cannot literally say that "People who work in differ-
ent functional areas hate each other" (Palermo’s law,
see: Watson, 1994 p. 60), but nonetheless we found a
strong resistance to a cross-functional way of work.

- We see that the way the firms operate cannot be
changed without some kind of redesign of its busi-
ness processes. Such redesign can include rationaliza-
tion, simplification, and standardization of the proce-
dures, as well as the introduction of important organi-
zational changes and modern information technology.
We should also indicate that the information infras-
tructure enables the growth of the firm.

— Many BPR projects lack the fourth, satisfaction step
of the main workflow loop (see Figure 1). This should
in practice trigger a new set-up of missing workfiow
activities.

Scope of BPR projects. A "business process" is defined
as a system of logically united executive and control proce-
dures and activities that end in the desired result, product,
or service. The efficiency of a business process is measured
through the outputs we get from the transformation of the
input resources. The resources are often measured by the
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time consumed or the costs of the process. Effectiveness
of a business process can be defined as the compatibility of
the given results with the results that we desired from the
process.

BPR projects can differ depending on their scope. The
scope of a project increases as more processes, people, and
information are included in the project. On the basis of our
experience we must take into account the following defin-
ing criteria of scope of the project: the questions of process
automation, business efficiency, and business effective-
ness. The meaning of the word "efficient” means "to do
things in a correct way". It is an internal characteristic of
the company’s ability to do what it is supposed to do in a
limited period of time. It is a function of availability, adapt-
ability, and capacity. It is often measured with some kind
of output/input ratio. The term "effectiveness” means "to
do the right things". By its nature it is external to the firm,
measured by the rate of satisfaction of all kind of needs.

Process automation projects are normally influenced
by modern information technology and focus on one pro-
cess, usually within the department. They do not radically
change any existing procedures but merely automate exist-
ing procedures. In such cases (applying technology) the
focus of the reengineering project is narrow; only the lim-
ited procedures of the particular process will be changed.

By contrast, business process redesign projects focus
on the underlying business reasons why certain processes
exist in their current form. Reengineering questions are
related to efficiency and correctness of certain processes
under consideration.

It can be stated without any doubt that the corporate-
wide business process reengineering projects cannot be
seen only as a problem of automation and implementation
of modern information technology or efficiency improve-
ment of existing processes. Such a project begins by ask-
ing the questions related to business effectiveness, "Why
are we even doing this?" (Kubeck, 1995). The project fo-
cuses on the underlying vision of the corporation, dras-
tically changing corporate culture and realigning corpo-
rate goals, changing organizational structure skills and pro-
cesses.

The first one to consider this issue was Leavitt (Leav-
itt, 1965) who noticed that there is more to organizational
changes than just the technological view. To ensure op-
timal results, we must define all correlated key business
elements: structures, people and other resources that en-
able the business processes and help us meet objectives,
the business processes, and finally the technology. The
structural view is more or less the organization of the cor-
poration. He presented a diagram (Leavitt’s diamond) that
exposes the need to recognise the connection of business
process redesign with all other factors that form the socio-
technical frame of the organization. If we add the factor
of corporate culture, the diamond looks as presented on
the following diagram (Figure 2) (Adopted from: Galliers,
1995, p. 124):

The culture is one of the key factors of business renova-
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Figure 2: Amended Leavitt's diamond

tion. The appropriate business culture is required to enable
the changes in the firm and in the whole society. Without
the recognition of culture as an important factor, it is im-
possible to predict the chances of success of the project, as
it is hard to form the objectives and strategy of the renova-
tion project. Because of its complexity, the culture should
be considered from the individual, corporate, and society
point of view. From the corporate point of view, the scope
of the project depends mostly on the particular organiza-
tional level involved in the project and its interrelation-
ships. In general, the levels are Enterprise (strategic), Busi-
ness (tactical), and Operations (operational) (Watson 1994,
p. 47).

In our experience, the relatively slow process of privati-
zation of the Slovenian economy has caused a weak "voice
of ownership"”, and the impact of sharcholders on chang-
ing the corporate culture toward business renovation has
been limited. Most corporations that have existed for more
than 10 years have retained hierarchical and "self manage-
ment" features in their corporate culture. The enterprise
and business levels are weak compared to the operations
level. The results in terms of renovation have been automa-

tion and information technology projects that have embed-
ded ineffective or inefficient work processes. The number
of successful corporate-wide BPR projects has been low
and the successful ones have been primarily in "private”
corporations. In Sfovenia and in other developing countries
of Central Europe experts also have recognized that trans-
forming opportunities into business success requires man-
agers with insight, flexibility, and decisiveness (see: Janson
and Wrycza, 1996).

We consider the change from a functional to a process
type of organization to be of the utmost importance in the
business renovation projects we have worked on. Our sin-
gle unsuccessful project failed in the moment of implemen-
tation because agreed upon organizational changes were
not carried through. We expect to overcome these types
of problems through working with people, not only rais-
ing their availability, flexibility, or productivity but also
improving their knowledge, managing their natural resis-
tance to change, and helping to convert that resistance into
commitment. It is also easier to deal with people that have
better education and are prepared and skilled to use new in-
formation technology. Progressive organizations build on
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the potential of their emplyees by ensuring that they know
more, work better, and do more. So the employees should
meet certain conditions to be able to perform: They should
be skilled and well- informed, with the possibility of fur-
ther education when needed, they should use right tools
and technology, and they should be personally stimulated
and motivated.

Strategic and operational modeling and benchmark-
ing. Business modeling should be divided into strategic
and tactical/operational levels (Krallmann and Derszteler,
1996). Strategic modeling includes the analysis of corpo-
rate strengths, weaknesses, and culture, the assessment of
information systems in the organization, and organization
and management competencies. It is the basis of all further
actions and is carried out by corporate management. Cor-
porate goals, strategies, and critical success factors form
the basis for selecting and modeling core business pro-
cesses on the global level of description. Such a model to-
gether with information on the organization’s current state
is fundamental for evaluating and benchmarking compared
to other corporations. Benchmarking is a business prac-
tice that leads "reengineers” towards implementing strate-
gic change initiatives in key business processes (Watson,
author of strategic benchmarking). The benchmarking ef-
fort focuses on measuring other corporation processes to
determine where excellence of performance exists, learn-
ing what those corporations did, and then producting ex-
cellence in those processes.

Detailed modeling of the processes or workflow struc-
tures takes place on the tactical/operational level. Work-
flows are refined and modeled at the level of particular in-
terdependent business activities that are performed by ac-
tors (subjects) in an organization in order to achieve com-
mon goals. On this level, the more exact and certain in-
formation about workflow is, the better the modeling re-
sults will be. The problem lies in the conflict of aims be-
tween the need for accurate information and the difficulties
of obtaining it due to the often obsolete documents describ-
ing flow structure, varying or even contradictory statements
from employees, and time constraints (Kraliman and Der-
szteler, 1996). On this level of detail, the benchmarks in the
field of workflow modeling can be called reference process
models. Reference process models are developed and eval-
uated on the basis of best practice for several selected types
of business.

When working on our projects we discovered several
problems related to business process modeling and bench-
marking. Many Slovenian corporations are not willing to
put their energy and time into business process modeling
and to invest in benchmarks on the strategic level. They
want quick and tangible results like many other compa-
nies from all over the world. Owing to a lack of national
benchmarks, we also found that some international bench-
marks would be suitable for problems of our corporations.
Result: the number of corporate-wide BPR projects is tri-
fling in Slovenia. We have recognised that business process
modeling "from scratch”, based on several decomposition
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iterations from the strategic level to the appropriate level
of detail of the process is a time consuming and risky job.
We can say that our work relies mostly on our intuition and
experience.

The situation on the tactical/operational level is not
much better. Only a few Slovenian software houses pro-
duce application software solutions based on their own ref-
erence process models. On the operation level of model-
ing and benchmarking we have noticed a strong impact of
ARIS designed EPC (Event-driven Process Chain) models
(mostly produced for SAP R/3 application packages). But
we recognized that many of the models are not appropriate
for our corporations’ way of work.

3.3 The actual role of IT

Information technology plays the key role in business pro-
cess renovation. We should point out again that mere au-
tomation of procedures brings more or less negative results.
Even if some of the achievements of such actions are pos-
itive, they prevent us from seeing all the opportunities that
are offered by the informatization of a redesigned business
process and an infrastructural role of informatics. That is
why we first have to analyze the business process in or-
der to find out if it is well-defined, adequate, and ready for
the implementation of new information technology. Only
if we do all this correctly can we expect an improvement
of quality, lower costs, and shorter performance times of
renovated business procedures and activities.

Our experience on BPR projects shows that the informa-
tization of business processes should cause several changes
and enhancements such as:

- data entry and concurrent control is performed only
‘once in the process, at the beginning, so the users in
later stages only update these data,

— data entry and control is performed by the user, who
is responsible and able to have his/her part of the ac-
tivities of the process under control, '

- wherever possible, the workflow activities are trig-
gered, performed, and controlled automatically,

— the focus of managerial accounting is no longer on en-
suring the quality of information, but it moves towards
its controlling function.

We can find the "right moment" or starting point for the
implementation of modern information technology on BPR
projects, if we borrow some experience from Total Quality
Management (TQM) theory. Figure 3 (adopted from Wat-
son, 1994) shows a model of a natural process improvement
sequence that occurs as the corporation applies TQM to its
work processes. )

Watson sees this model as a road map for process im-
provement and application of basic quality tools and qual-
ity improvement processes before there is a need to auto-
mate work processes or seek IT solutions. We can add that
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Figure 3: Process improvement sequernce

IT has the strongest impact on standardization or elimina-
tion of process variations. We recognize that informatiza-
tion cannot start before the first three levels of work process
improvement have been successfully implemented.

4 BPR and IS project assessment

This section attempts to answer the question: What role
and impact might BPR play in changing the quality of an
organizational IS? In order to answer this question in our
research we must first evaluate or assess the projects listed
in the previous section from the following points of view:
strategic relevance and progress of the reengineered
processes and improvement of the quality of the organi-
zation’s IS management. Although the terms evaluation
and assessment are often used synonymously in regard to
BPR and IS projects, there are slightly different connota-
tions associated with each word. Evaluation is the act of
placing an exact value on the object. In the context of BPR
and quality of IS the ideal evaluation is not possible. Rather
than evaluating, our aim in this paper is to derive a set of
measures for assessing the strategic results of BPR projects
and the quality of IS. For both parts of further analysis we
will assign the following values to the answers given:

none; ignore = N
very low =
low =
moderate =
high =

very high

S = W N =

4.1 Strategic relevance and progress
assessment

While assessing the impact and results of a BPR project
in the light of organizational efficiency and effectiveness,
the evaluator must address several critical questions (more
about strategic assessment in: Revenaugh, 1995). The
strategic relevance of the reengineered process should be
assessed through:

1. Cost displacement or cost reduction (COSTS)

2. Development and offering of new or improved prod-
ucts or services (PRODUCTS)

3. Development of new administrative control and plan-
ning processes (CONTROL)

4. Offering significant tangible benefits (e.g., business
cycle reduction, inventory reduction) (BENEFITS)

5. Offering new ways of competing and customer-
supplier relations (COMPETITION)

6. Obtaining organizational changes (shift toward pro-
cess organization) (ORGANIZATION)

7. Work quality improvement, focusing on the organiza-
tions key measures and possible outsourcing (QUAL-
ITY)

4.2 IS assessment

Assessing the information system function within organi-
zations has been identified as one of the most critical is-
sues of information systems management (Dickson et al.,
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Figure 4: The McKinsey model

1986). We believe that a more comprehensive assess-
ment can be achieved through a model provided by Gal-
liers (1995). This model combines the wellknown Nolan’s
stages of growth with the so-called ’7S’ analysis pioneered
by McKinsey and Co. (Morris and Haigh, 1998, p. 381)
. ,

The premise behind the McKinsey model is that to func-
tion effectively organizations have to rely on the interde-
pendence of the seven variables: strategy - the plan lead-
ing to the allocation of resources; structure - the organi-
zational chart showing lines of authority and responsibil-
ity; systems - procedures, guidelines, and control mech-
anisms; staff - people employed; style - the management
style of the organization; skills - the strengths and capabili-
ties of employees; shared values - the goals of all employ-
ees (Morris and Haigh, 1998, p. 381).

Galliers model is illustrated in outline in Table 1. It is
best used in a workshop environment where key stockhold-
ers can debate their different perceptions about the cur-
rent state of affairs becouse there will almost certainly be
different perceptions expressed. Certain elements of the
7S framework will almost always be at different stages of
growth. The resultant profile will help to identify where
particular urgent action is required (Galliers, 1995).

5 Results and concluding remarks

Comparing the current corporate state in terms of reengi-
neered business processes and IS management to the state
that existed when starting a particular project (listed in sec-
tion 3.1) gives an indication or an assessment of the rate of
progress that has been made.

a. Assessment of the strategic relevance of reengi-
neered process. To recognize where the projects are on

the development continuum we employ transition analy-
sis. The progress (or changes) that has been obtained on
the analyzed projects is assessed in Table 2. The first
value of each result provides the starting position or state
of the assessed strategic element whereas, the second value
presents the obtained status (values are presented in sec-
tion 4). Wherever possible, the strategic relevance param-
eters of the previous and attained states are compared or
benchmarked against an industry average and not against
the most aggressive competitor. These assessments are par-
ticularly appropriate in the field of cost reduction (COSTS),
business cycle or inventory reduction (BENEFITS), shift-
ing toward a process organization (ORGANIZATION), and
quality improvement (QUALITY). The previous state of
the other parameters are in most cases estimated by the re-
searcher, with improvements evaluated by comparing to the
planned values.

b. Changes in the quality of corporate IS manage-
ment (assessment has been made by the model proposed
in the previous section). Similar to Table 2, results are pre-
sented with starting and final values, so the comparison and
the progress can be seen. Table 3 summarizes these results.

Comparing the final results presented in Tables 2 and 3,
we can find both expected and unexpected results and rela-
tionships:

— The analyzed BPR projects have no negative impact
neither on the BPR strategic relevance nor on the IS
quality improvement parameters.

— The analyzed BPR projects show a significant impact
especially in the development of new organizational
control and planning processes and the shift toward a
process organization; some positive changes are also
obtained in cost displacement or cost reduction and
work quality improvement.



520

Informatica 24 (2000) 513-521

A. Kovaci¢

STAGE I 1 it v v vi
ELEMENT
Values: N 1 2 3 4 s
Strategy acquisition of IT audit of IT top-down analysis integration strategy linkage interactive
provision coordination planning
collaboration
Structure informal finance controtled centralized DP information departmental coordinated
department centre(s) coalition coalitions
Systems ad hoc, gups/ uncontrolled end- zed i § inter-
operational duplication: user comp. vs. approuch, d and gunizational
accounting large backlog: centralized some EIS decentralized 18 systems:
heavy systems some strategic 1S 1S/1T-based
maintainance products &
services
Stafl’ programmers, system analysts, IS planners, business analysts, business & 1S 1S/IT director
contractors DP manager IS manager, information planners {board level)
DB specialists resource manager integrated
Style unaware “don’t bother me abrogation, partnership, individuatistic
{I'm 1o busy)" delegation benefits (product teams (key
ion) thermes)
Skills individual: system IS awareness 1S business entrepreneurial lateral thinking
technical development product awareness marketing (ISAIT potential)
low level methodology: nunagement
cost-benefit
analysis
Shared obfuscation confusion senior cooperation opportunistic strategy making
vilues munagenent &
coneern, implementation
DP defense

Table 1: Amended Galliers’ model: Assessing the quality of an organization’s [S management

— The impact on the quality of IS is quite similar across

PROJECT: A B C D E
Costs 2=3 2 1=22|1=3]2=3
Products 1=2 N 2=4 N N
Control 2=3 112313242314
Benefits 3=4 3 2=3|1=>2|3=4
Competition | 1 =2 3 2=4 N 3
Organization | N=1}{1=3|1=>3|1=22=5
Quality 23 |1=2|1=23]2=3|2=4
Table 2: Results of the progress on key performances

projects, though the projects had different objectives
and duration and were performed in differend types of
businesses.

The progress of BPR project has (in average) a
stronger impact on the quality of IS management than
on the key BPR performance elements (Figure 5).

IT enabled BPR projects to have a strong impact on
the quality of IS management only from particular as-
pects. These aspects are: strategic position of IS man-
agement, organization of IS organizational unit (e.g.,
DP department, Information Centre) and systems con-
cerned (dealing) with new planning and control proce-
dures (Figure 5).

We discovered a strong two-way correlation between
BPR and IS project activities, leaving aside the question
"what is cause and what are consequences’. Recent BPR
research and papers state that information technology rep-
resents the key role in business process renovation. But
in our research we also point out an impact in an opposite
direction, toward the quality of IS management.
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THE MINISTRY OF SCIENCE AND TECHNOLOGY

OF THE REPUBLIC OF SLOVENIA

Address: Trg OF 13, 1000 Ljubljana,

Tel.: +386 61 178 46 00, Fax: +386 61 178 47 19.
http://www.mzt.si, e-mail: info@mzt.si

Minister: Lojze Marinéek, Ph.D.

Slovenia realises that that its intellectual potential and all
activities connected with its beautiful country are the basis
for its future development. Therefore, the country has to
give priority to the development of knowledge in all fields.
The Slovenian government uses a variety of instruments
to encourage scientific research and technological develop-
ment and to transfer the results of research and develop-
ment to the economy and other parts of society.

The Ministry of Science and Technology is responsi-
ble, in co-operation with other ministries, for most public
programmes in the fields of science and technology. Within
the Ministry of Science and Technology the following of-
fices also operate:

Slovenian Intellectual Property Office (SIPO) is in
charge of industrial property, including the protection of
patents, industrial designs, trademarks, copyright and re-
lated rights, and the collective administration of authorship.
The Office began operating in 1992 - after the Slovenian
Law on Industrial Property was passed.

The Standards and Metrology Institute of the Republic
of Slovenia (SMIS) By establishing and managing the sys-
tems of metrology, standardisation, conformity assessment,
and the Slovenian Award for Business Excellence, SMIS
ensures the basic quality elements enabling the Slovenian

~economy to become competitive on the global market,
and Slovenian society to achieve international recognition,
along with the protection of life, health and the environ-
ment.

Office of the Slovenian National Commission for UN-
ESCO is responsible for affairs involving Slovenia’s co-
operation with UNESCO, the United Nations Educational,
Scientific and Cultural Organisation, the implementation of
UNESCO’s goals in Slovenia, and co-operation with Na-
tional commissions and bodies in other countries and with
non- governmental organisations.

General Approaches - Science Policy

Educating top-quality researchers/experts and increasing
their number, increasing the extent of research activity and
achieving a balanced coverage of all the basic scientific dis-
ciplines necessary for:

- quality undergraduate and postgraduate education,

- the effective transfer and dissemination of knowledge
from abroad,

- cultural, social and material development,

- promoting the application of science for national needs

- promoting the transfer of R&D results into production and
to the market,

- achieving stronger integration of research into the net-
works of international co-operation (resulting in the com-
plete internationalisation of science and partly of higher ed-
ucation),

- broadening and deepening public understanding of sci-
ence (long-term popularisation of science, particularly
among the young).

General Approaches — Technology Policy

- promotion of R&D co-operation among enterprises, as
well as between enterprises and the public sector,

- strengthening of the investment capacities of enterprises,
- strengthening of the innovation potential of enterprises,

- creation of an innovation-oriented legal and general soci-
etal framework,

- supporting the banking sector in financing innovation-
orientated and export-orientated business

- development of bilateral and multilateral strategic al-
liances, '

- establishment of ties between the Slovenian R&D sector
and foreign industry,

- accelerated development of professional education and
the education of adults,

- protection of industrial and intellectual property.

An increase of total invested assets in R&D to about
2.5% of GDP by the year 2000 is planned (of this, half is
to be obtained from public sources, with the remainder to
come from the private sector). Regarding the development
of technology, Slovenia is one of the most technologically
advanced in Central Europe and has a well-developed re-
search infrastructure. This has led to a significant growth
in the export of high-tech goods. There is also a continued
emphasis on the development of R&D across a wide field
which is leading to the foundation and construction of tech-
nology parks (high -tech business incubators), technology
centres (technology-transfer units within public R&D insti-
tutions) and small private enterprise centres for research.

R&D Human Potential

There are about 750 R&D groups in the public and pri-
vate sector, of which 102 research groups are at 17 govern-
ment (national) research institutes, 340 research groups are
at universities and 58 research groups are at medical insti-
tutions. The remaining R&D groups are located in business
enterprises (175 R&D groups) or are run by about 55 public
and private non-profit research organizatios.

According to the data of the Ministry of Science and
Technology there are about 7000 researchers in Slovenia.
The majority (43%) are lecturers working at the two uni-
versities, 15% of researchers are employed at government
(national) research institutes, 22% at other institutions and
20% in research and development departments of business
enterprises.
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JOZEF STEFAN INSTITUTE

JoZef Stefan (1835-1893) was one of the most proniinent
physicists of the 19th century. Born to Slovene parents,
he obtained his Ph.D. at Vienna University, where he was
later Director of the Physics Institute, Vice-President of the
Vienna Academy of Sciences and a member of several sci-
entific institutions in Europe. Stefan explored many areas
in hydrodynamics, optics, acoustics, electricity, magnetism
and the kinetic theory of gases. Among other things, he
originated the law that the total radiation from a black
body is proportional to the 4th power of its absolute tem-
perature, known as the Stefan—Boltzmann law.

The JoZef Stefan Institute (JSI) is the leading indepen-
dent scientific research institution in Slovenia, covering a
broad spectrum of fundamental and applied research in the
fields of physics, chemistry and biochemistry, electronics
and information science, nuclear science technology, en-
ergy research and environmental science.

The JoZef Stefan Institute (JSI) is a research organisation
for pure and applied research in the natural sciences and
technology. Both are closely interconnected in research de-
partments composed of different task teams. Emphasis in
basic research is given to the development and education of
young scientists, while applied research and development
serve for the transfer of advanced knowledge, contributing
to the development of the national economy and society in
general.

At present the Institute, with a total of about 700 staff,
has 500 researchers, about 250 of whom are postgraduates,
over 200 of whom have doctorates (Ph.D.), and around
150 of whom have permanent professorships or temporary
teaching assignments at the Universities.

In view of its activities and status, the JSI plays the role
of a national institute, complementing the role of the uni-
versities and bridging the gap between basic science and
applications.

Research at the JSI includes the following major fields:
physics; chemistry; electronics, informatics and computer
sciences; biochemistry; ecology; reactor technology; ap-
plied mathematics. Most of the activities are more or
less closely connected to information sciences, in particu-
lar computer sciences, artificial intelligence, language and
speech technologies, computer-aided design, computer ar-
chitectures, biocybernetics and robotics, computer automa-
tion and control, professional electronics, digital communi-
cations and networks, and applied mathematics.

The Institute is located in Ljubljana, the capital of the in-
dependent state of Slovenia (or SUnia). The capital today
is considered a crossroad between East, West and Mediter-

ranean Europe, offering excellent productive capabilities
and solid business opportunities, with strong international
connections. Ljubljana is connected to important centers
such as Prague, Budapest, Vienna, Zagreb, Milan, Rome,
Monaco, Nice, Bern and Munich, all within a radius of 600
km.

In the last year on the site of the JoZef Stefan Institute,
the Technology park “Ljubljana’ has been proposed as part
of the national strategy for technological development to
foster synergies between research and industry, to promote
joint ventures between university bodies, research institutes
and innovative industry, to act as an incubator for high-tech
initiatives and to accelerate the development cycle of inno-
vative products.

At the present time, part of the Institute is being reor-
ganized into several high-tech units supported by and con-
nected within the Technology park at the JoZef Stefan In-
stitute, established as the beginning of a regional Technol-
ogy park “Ljubljana”. The project is being developed at
a particularly historical moment, characterized by the pro-
cess of state reorganisation, privatisation and private ini-
tiative. The national Technology Park will take the form
of a shareholding company and will host an independent
venture-capital institution.

The promoters and operational entities of the project are
the Republic of Slovenia, Ministry of Science and Tech-
nology and the JoZef Stefan Institute. The framework of
the operation also includes the University of Ljubljana, the
National Institute of Chemistry, the Institute for Electron-
ics and Vacuum Technology and the Institute for Materials
and Construction Research among others. In addition, the
project is supported by the Ministry of Economic Relations
and Development, the National Chamber of Economy and
the City of Ljubljana.

JozZef Stefan Institute

Jamova 39, 1000 Ljubljana, Slovenia

Tel.:+386 1 4773 900, Fax.:+386 1 219 385
Tlx.:31 296 JOSTIN SI

WWW: http://www.ijs.si

E-mail: matjaz.gams@ijs.si

Contact person for the Park: Iztok Lesjak, M.Sc.
Public relations: Natalija Polenec
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